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Get Started

Mailbox Manager provides simplified communication, automated and ongoing monitoring, and detailed message
and download tracking. This tool is configured to communicate efficiently with the U.S. Department of Education
(ED or Department) to reduce the average number of steps it takes to prepare files for transmission and down-
load.

Mailbox Manager provides the option to set an automatic FTP or Azure Cloud Storage file transfer to and from the
institution’s Student Information System (SIS), or simply upload/download file(s) within the web application. Users
can easily upload files by selecting the message class, selecting the TG number The TG number (also referred to as
the mailbox, SAIG mailbox, and Destination Point mailbox) is the number assigned to your institution when your
institution enrolls in the Student Aid Internet Gateway (SAIG). A TG number is the identifier for the electronic mail-
box. It is a five-character alphanumeric string preceded by "TG", such as TGA0001., adding notes, or setting a pre-
determined schedule. Based on a directive, message class files are then sent to the Department within minutes of
transmission for designated processing.

Receipt of message class file(s) from the Department is simplified as Mailbox Manager auto-refreshes the SAIG
portal every thirty minutes to place received files in the Message History for unlimited storage of
data. Transmission to the Department from an institution’s mailbox is every ten minutes.
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What's New

Release Notes for Mailbox Manager (logon required)

Version 24.3.1

» Updated FT Accounts.

Version 24.3

» Updated User Administration section and added FT Accounts.

Version 23.9

e The "Manual Password Update" is now available under "User Associate Settings" for General accounts.
See TG Accounts.

Version 23.3

» Removed the word "Send" from the encryption options on the Application Configuration screen.

Version 22.13

» Revised User Accounts: Users can now search user accounts by full or partial Name.

Version 22.12

» Revised User Accounts: Users can now add or edit a user account without selecting a value in the
Assigned Mailbox Selection(s) field.

» Revised TG Accounts: Users can now add or edit a TG account without designating associated user
accounts as Primary or Secondary DPA. However, to enable/validate the TG account, there has to be at
least one (1) associated user account marked as Primary DPA.

» The File Naming Convention options displayed on several pages now provide tooltips.

» The tooltips for Directory Path fields now display examples.

Version 22.7

» Updated password expiration notification for TG accounts with Manual Password Update option.

Version 22.4

e Azure Storage Export Schedule and Settings and Azure Storage Import Schedule and Settings: Account
Key, Account Name, and File Share Name fields are not displayed in a multi-tenant environment.

» Added password expiration notification for TG accounts with Manual Password Update option.
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Version 22.2

» Removed Password fields from the Create and Edit Account pages (User Accounts).

Version 21.13

Updated TG Accounts page.

Version 21.11

Tooltips added to New Encryption Key Pair page.

June 2021

Rebranding from Campus Management Corp. to Anthology Inc.

May 2021

Message History:

° Added Batch Number column.
o Added Export Message Records.

Roles:

© Added Is Admin option on the New Role page.

° Added Role Permissions:
® Can Access/View FTP/Azure Download configuration
® Can Manage FTP/Azure Download configuration

TG Accounts:

° Added Manual Password Update option.

FTP/Azure Import and Export Schedule and Settings:

o Updated images to show Ftp Storage Directory Path Settings fields.
o Added details about Additional Directory Paths.

° Added Automate removal of empty folders option on export settings.

Added Azure Storage Configuration.

Updated Application Configuration fields to match the Ul.

Added FTP/Azure Download Configuration.
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Sign In and Sign Out

The first page you see is the main landing page, which gives you general information about Mailbox Manager. It
also provides a navigation bar to go from one section of the Mailbox Manager user interface to another.

] Contact

llanthology

, Manage your SAIG messages

Submit transactions directly to SAIG

Anthology Inc. provides superior processes and systems that enable admissions and
financial services in post-secondary schools to improve the student experience,
improve quality and accuracy, and reduce costs. This is done through tight
integration with the Student Information System and sophisticated programs and

tools that provide highly-automated interactions with the Department of Education.

This website is designed 1o allow the management of your SAIG messages including

downlgading and uploading messages to the SAIG gateway.

If you have any questions, please visit our contact page for information on how to get

im towch with us.

Ul Option Usage

Home Select to return to the Mailbox Manager landing page.

Contact Select to go to the Anthology Inc. contact information page and for contextual help.

Login Select to log in to your Mailbox Manager account.

Log off Select the Log off link to log out of the Mailbox Manager and return to the login page.
SignIn

To sign in to the Mailbox Manager, enter your Username and Password, and then select the Log in button.

If you want to have your credentials remembered the next time you log in, select the Remember me? check box.
The system will save your credentials for future logins.

If you have forgotten your password, or you are a first-time user, select the Forgot Password link. Enter the email
address you registered with. An email will be sent to you with instructions to reset your password.

Mailbox Manager 24.3.1 8 Mailbox Manager Guide



Log in to your account

User name

Passweord

O Remember mea?

Forgot Password

Restricted. All system access is monitored.

Sign Out

To sign out, select the Log off link at the top right of any page on the Mailbox Manager site.

Welcome SysAdmin | Log off
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Navigation Bar

After you log in, use the navigation bar to access different components of Mailbox Manager.

Component Usage
Home Landing page for Mailbox Manager

If you are not logged in, selecting Home displays the Mailbox Manager landing page.

Upload Upload your SAIG messages.

Messages Search, filter, and view your message history.

Settings Configure user administration and configuration options.
Contact Anthology Inc. contact and information page.
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My Profile

When using Mailbox Manager, your current login username is displayed at the top-right of the page. Select your
login name to open your profile page where you can view and edit your profile information.

Upload Messages Settings Contact

Wel:&@pe*admin@br:-adleafsnluti:-ns.mm | Ll:-g off

You can modify your user profile directly from any Mailbox Manager page. You can modify your name details, your
notification email address, and your file naming convention for downloaded files.

You can also update the password for your account.
To update your profile:

1. Select the username link at the top-right corner of the Mailbox Manager page.
Important: The username and the email address may be the same. Check with your administrator.
2. On the My Profile page, update the parameters as needed for the User Profile.

Important: The username is read-only after the initial account creation.
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My Profile

User Profile

First Nare Username

Middie Name Matification Email Address
Last Mame

User Settings

File Naming Convention:
- Serial Number Extension (.dat file) 0

) Srandard Format (.txt file) 0

TG Number Description Last Password Change Change TG Account Password
TGEEE400 Florida Career College 11/16/2020 12:02:38 PM
TGI1265 test 3N8/2021 9:41:34 AM Change Password

Cancel

3. If you need to update your password, select Change Password on the My Profile page. In the dialog, enter
the Old Password and new Password. Enter the new password a second time to confirm it.

Change Password 3

0Old Password

I 1
Password @
k
Confirm Password
| Cancel | ‘ Change Password

Important: The password must be at least eight characters and must contain at least one uppercase let-
ter, lowercase letter, number (0-9), and a special character. Previously used passwords are not pro-
hibited.

4. Select the Change Password button to complete the password update.
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5. Inthe User Settings section of the My Profile page, choose one of the following the File Naming Convention
for your account:

e Serial Number Extension orders the file by message class and count. The first message will have the
extension of 001. Subsequent message classes will be ordered in sequentially as they process into
the mailbox. The extension format is 001.DAT, 002.DAT, etc.

e Standard Format uses a simple Message Class + Year-Month-Day-Hours-Minutes + Message ID + File
Extension construction.

6. Select Save.

7. TG numbers associated with your user account are listed at the bottom of the My Profile page. The list
includes inactive and active TG accounts.

A user with "Allow user to Add/Edit TG Accounts" permissions can change the TG account password.
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Home

After you log in to Mailbox Manager, the Home page provides you with general information about Mailbox Man-

ager. There is a Navigation Bar at the top of the screen, which you use to navigate from one area of Mailbox Man-
ager to another.

Upload Messages SETLNgs Contact

llanthology

Viwlcomia Log off
Anthology Inc. provides superior processes and systems that enable admissions and financial senvices in post-secondarny schools 10 improve the student
experience, improve quality and accuracy, and reduce costs. This is done through tight integration with the Student Information System and
sophisticated programs and tools that provide highly-automated interactions with the Department of Education.

This website ks designed to allow the management of your SAIG messages including downloading and uploading messages to the SAIG gateway.

If you have any questions, please visit our contact page for Infarmation on how getin touch with us.
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Upload Files

When you select Upload in the navigation bar, the application displays the SAIG / COD Message Class Transmittal
page. You can manually upload messages to the Student Aid Internet Gateway (SAIG) / Common Origination of Dis-
bursement (COD) using this page, which includes basic instructions for this process.

Important: Pay close attention to the instructions. The file should be in ASCII text format with CR/LF endings.

llanthology

SAIG / COD Message Class Transmittal

5 Verify the System accepted f

Messzage Clast
Fleaze make 3 selection -
Dutgoing Mailbox

Flease makoe 5 selection w

MNotes (Optional)

Choose the files to upload

Choose Filas | Mo file chosen

Upload

Field/Button Usage

Message Set this option to specify the type of message transmitted.

Class
These message classes are specified by the U.S. Department of Education. When a new mes-

sage class is offered, or changes are made to an existing message class, Anthology Inc. adds,
removes, or changes the message class list accordingly.
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Field/Button Usage

Outgoing Mail- | Choose the outgoing mailbox to use for the transmittal.

box
If your user account is not associated with a TG Account/Mailbox, you cannot send outgoing mes-
sages.

The available TG Accounts/Mailboxes are created and maintained in Settings > User Admin-
istration > TG Accounts.

Notes (Optional) Enter any relevant notes about the message transmittal in the text box.
Choose Files Select this button to locate and select the file that contains the message files to send.

Upload Select this button to start the message upload process.
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Message History

When you select Messages in the navigation bar, you can view and search your SAIG message history. This history
includes both incoming and outgoing mail. The Search Criteria provides tools to filter the displayed list. You can
also download selected messages from this page. If your user account does not have an assigned

Mailbox/TG Number, the SAIG Message History page will not display any messages.

This functionality requires the following permissions for your assigned role:
e Can Access/View the Messages Tab
e Can Download Message Class File

e Can Search for Message History

llanthology

Vislcoma i
SAIG Message History

Search Criteria

Class Group A w Mailbax A v

M Sender Type A w

b = A W Dewmilaadid A W

Start Date fnd Date 4 [ search |

Download Checled Export Current Page Expert Al Rows. Tetal Records: 111 Reconds Per Page: 10 W

Zender Mailbox Receiver Mailbox Document ID Batch Number Received Date Download System Received Date Sender Motes

Out CORRTEIN 1621 TG ystem
Ot AGROMIN TG, TGT1900 Symtem
1SEF2108 I41R Dats - Bcuested 1621267 TEL8002 L2B2021 3B MM SAIG
DEMORWOP  GORROWER DEMOGRAPHICS - FIXED WIDTH  TG21367 TE0012 541G
ISEF210P ISIR Dats - Becuested TG21267 Ta50002 v sl
ISRF210P [SIR Dats - Reguaried TGI1267 TGS0002 v SAIG
1SRF210P 1621 TG . SAIG
Oue CORRZ2IN Corracnons 1621267 TEE0002 System
Out coRR22N Corrections T621267 Tasa002 yatem
Ot CORR2IIN Corractions TGI1267 TGS0002 &0 FaTem

sPrev 123 4 5 Moxr Lasgrr

The list displays 10 records per page by default. Set the Records Per Page option at the top left of the list to
change the list pagination. Use the page controls at the bottom of the list to select a page number or scroll for-
ward or backward through the page sequence.

The list displays the following information related to each message in a column format:

Column Description

Direction Direction of the message: in (inbound) or out (outbound)
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Column

Message
Class

Description

Sender Mail-
box

Receiver Mail-
box

Document ID

Batch Number

Received Date

Download

System
Received Date

Sender

Notes

Description

Message class code

Message class description

TG number being used to transmit to the SAIG Portal

TG number being used to process back in the response from the SAIG Portal

Document ID for the Common Record

The batch number associated with the message class file is displayed for messages sent from the
Mailbox Manager to the SAIG Portal.

A predefined batch number for the Department of Education system is displayed for message
class files received from the SAIG Portal.

Date and time the message class was received from the SAIG Portal

Displays the check mark icon (%" ) if the message has been downloaded at least once

Date when a Message Class was processed into the Staff Portal (blank if not processed in Staff
Portal)

Sender who performed the action SAIG, System, or User Account Name

Displays a note icon (|..|) in this column if there is a note attached to this message. Select the icon
to view additional information for the message.

Message Search Criteria

Use the Search Criteria to filter the displayed message list and quickly locate the needed message class files. You
can mix and match search criteria to create queries that return messages applicable to your needs. After you set
the options for your search, select the Search button.

SAIG Message History

Search Criteria

Class Group

v Mailbeax L]

Message Class MARECIN - EXPORT COMMON RECOR Sender Type SAIG v
Directian A L Downloaded A,
Start Date End Date A1 Search
Download Checked m Total Records: 4 Records Per Page: 10 v
Ligar
L _________________________________________________________] e

You can use the following options to set the search criteria:
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Option Usage

Class Group Use this option to filter the list of displayed messages using the class group:
« All: Default setting to display all class groups
« COD: Display only Common Origination and Disbursement messages
« Default Management: Display only cohort default messages

» ISIR/FAFSA: Display only incoming and outgoing messages between the Department and
your institution, which includes an applicant's FAFSA information, personal identification
information, and Estimated Family Contribution (EFC)

« NSLDS: Display only National Student Loan Data System messages
» Other: Display only other message classes, as specified by the Department
« Pell: Display only Pell grant information messages

Message Use this option to filter the list of displayed messages using the message class.

Class
The available message classes depend on the selected Class Group. You can simply select the

class or begin entering the name to limit the items for selection. The default setting is “All” which
displays all message classes.

Direction Use this option to filter the list of displayed messages using the FTP transfer direction:
o All: Default setting to display both directions
« In: Display only incoming messages
o Out: Display only outgoing messages
Mailbox Use this option to filter the list of displayed messages using the mailbox.
The available mailboxes depend on what is configured for your institution.
The default setting is “All” which displays all mailboxes.
Sender Type Use this option to filter the list of displayed messages using the sender type:
o All: This is the default setting to display all sender types
« SAIG: Display only messages from the Department (All SAIG messages are incoming)
« System: Display only messages from the system (All system messages are outgoing)

« User: Display only messages from a user of the Mailbox Manager (All User messages are
outgoing)

Downloaded Use this option to filter the list of displayed messages using the download status:
 All: Default setting to display both statuses
« Downloaded: Display only downloaded messages

+ Not Downloaded: Display only messages that are not downloaded
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Option Usage

Start Date - Use these options to filter the list of displayed messages using a date range of received and/or
End Date transmitted files.

The system uses a default range of a 30-days, using the current date as the end date, to eliminate
bulk messages in the viewing pane. You can expand or narrow this range as needed.

Download Messages

When you locate the messages that you need, you can select and download them. Typically, you use the Search Cri-
teria to filter the list of displayed messages so that it displays only those messages that you want to browse or
download.

In the displayed list, there is a check box next to each message item.

g | et Tedsl Recards: 84 | Beosrds PesPage: 10 ¥

W Directisn Message Class Description Sender Mailben Receiver Bailbox Dacument 1D Reosived Dabe Dremload System Received Date Sender

To select and download messages:

1. Select the check box for each message that you want to include. If you want to include all the items in the
filtered list, select the box in the title row to select all displayed messages.

Direction Message Class

# In CRTESTOP
# 1In CRTESTOP
# Out CRTESTIN

2. When the messages that you need are selected, select the Download Checked button. The system gen-
erates a .zip archive file that contains all the messages you marked for download. Your web browser deliv-
ers the file to the default download location.

Export Message Records

When you access the SAIG Message History list, you can export the message records to an Excel file. This is useful
for producing information for audits and other compliance requests. The Excel worksheet contains the following
columns:

Direction
MessageClass
SenderMailbox
ReceiverMailbox
DocumentID
BatchNumber
ReceivedDate
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o SystemReceivedDate
o Sender

To export message records:
1. Select Messages in the navigation bar.
2. Select an option at the top of the grid:
» To export only the records displayed on the current page, select Export Current Page.

e To export all rows on all pages, select Export All Rows.

| Download Checked ‘ | Export Current Page | | Export All Rows |

B Direction Message Class Description Sender Mailbox Re
O out AGRQ11IN ACG DATA REQUESTS  TG66400 TG7"
(0 oOut AGRQ11IN ACG DATA REQUESTS  TG66400 TG71

This produces the Excel file and downloads it to your local system where you can save it as needed.
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Settings

When you select Settings in the Navigation Bar, Mailbox Manager displays the User Administration/Configuration
Options page. Administrators can access functions to manage user accounts, roles, TG Accounts, FT accounts, and

email subscriptions for Mailbox Manager.

The Settings page also provides the tools to configure import and export schedules and settings for automatic file

transfers using FTP or Azure Storage.

llanthology

User Administration

Roles

User Accounts
Email Subscriptions
TG Accounts

FT Accounts

Home Upload [Messzgss

Configuration Options

Set Arzure Storage Import Schedule and Settings

Set Arure Storage Export Schedule and Settings

Manage Encryption Keys

Application Configuration

!

FTP/Arure Download configuration

Settings Contact

Welcome ricki@ep.com | Log off
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User Administration

Users are those people within your organization who log into Mailbox Manager and use its functions. A user’s per-
missions (what actions they can take, and what functional tools and records that they may see or use) are based

on the rights granted through assigned Roles.

Administrators can also manage Email Subscriptions for user accounts so that users receive automated noti-
fications based on Mailbox Manager events. These functions are available when you select Settings in the nav-

igation bar.

User Administration

Roles

User Accoumnts

Email Subscriptions

TG Accounts

FT Accounts

Configuration Options

Set Arzure Storage Import Schedule and Settings

Set Azure Storage Export Schedule and Settings

lManage Encryption Keys

Application Configuration

FTP/Azure Download configuration

Mailbox Manager 24.3.1
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Roles

Administrative users with the required permissions can define a set of user roles and associate the appropriate
permissions with each role. These roles are available for association with an individual user account and provide
the means to enable the needed functionality for that user.

Managing roles for Mailbox Manager requires the following permissions:

o Can Access/View the Settings Tab
e Can Add/Edit or Delete a Role
e Can Access/View roles

To access the role management functions, select Settings in the navigation bar and select Roles.

The Roles page displays a list of the defined roles and functions to add, edit, or delete a role.

Roles

MNew Rele
Total Records: 16 Records Per Page: 10

Name Description Last Modified By Last Modified Date Is Admin Actions
Administrator This rale has complete access to all functions in the system. iec07Eyopmail.com 4852021 b o B
<MIM... DEST DEST DEST DEST TEST TEIY TEST TEST TEST TE-5T TE5T Te5T TEST 8. Newlser001 @restoom 127292020 w =
«Test role 2 125t test test test fest test test test test test test test test 12t MewUser001 Stest.com 12292020 . E
27252021 E
311872021 E
ISIR Processor This role completes daily actions related to student ISIR records. Securiny00i@testeom 22372021 =
Fiscal Operations This role has complete access to all functions in the system, 219206 S
Director/Supervisor  This role completes supenasory actions designated by Administrator. 2M192ME =
Default Management This role completes actions related to enroliment reporing and... 29206 =
COD Specialist This role completes COD origination and disbursement actions. nishidaa@yopmail.com 1172672020 =

Mailbox Manager provides a set of default role definitions that are suggestions for the most typical roles within a

financial aid department at an institution. You can modify or remove any of the default roles and add your own cus-
tom roles to meet the needs of your organization.

Role Role Description

Administrator This role has complete access to all functions in the system.

Auditor This role conducts auditory review of the SAIG messages on a quarterly basis.
COD Specialist This role completes COD origination and disbursement actions.

Default Management | This role completes actions related to enrollment reporting and default reporting.
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Role Role Description

Director/Supervisor This role completes supervisory actions designated by Administrator.
Fiscal Operations This role completes actions related to fiscal operations and funding reconciliation.
ISIR Processor This role completes daily actions related to student ISIR records.

Add a Role

Your organization should determine the required functional roles for users of Mailbox Manager.

As an administrator, you can then add these to the Roles list so that they can be used to assign permissions to

User Accounts. If there is an existing role that you want to re-define to meet your needs, you can choose to Edit a
Role instead of adding a new one.

To add a new role:

1. Select the New Role button at the top-right of the list.

Meww Role

Total Records: 16 | Records PerPage: 10 W

2. Inthe Add New Role page, enter a meaningful Name and Description for the new role. The name for a role
must be unique.

As a best practice, use a name and description that will help ensure that administrators use the role suc-
cessfully when assigning it to a user account.

3. Select the Permissions to be granted to the role.

Mailbox Manager 24.3.1 25 Mailbox Manager



Add New Role

Marme

Description

Permissions

O

ODooDoo0Dooooooooad

Can Access/view The Upload Tab

Can Accessfiew The Meszages Teb

Can Accessiew The Settings Teb

Can Perform Upload Function

Can Dowmload Messzge Class File

Can Search For Message History

Can Add/Edit A User Profile

Can Add/Edit Or Delete & Role

Can Enable Filz Transfar For Cutgging Files
Can Enable Fila Transfar For Incoming Files
Can Edit'Deletz Outgoing File Transfer Fizlds
Can Edit/Delete Incoming File Transfer Fizlds
Can Submit Support Desk Ticket

Can Access/View User Profilas

Can Access/iew Roles

O od0oocoooO0ooogoo

[ <]

1z smin @

Can AccessMiew Email Subscription
Can Edit Email Subscription
Allaws user to Visw the list of TG accounts

Allows user to Add/Edit TG accounts

Can Accessiew et Azure Storage Import Schedule and Sattings

Can AccessVisw Set Azure Storage Export Schedule and Settings

Can Access Visw Encryption Keys

Can Manzge Encryption Keys

Can AccessVisw Application Configuration

Can Manage Application Configuration

Can Access/Visw FTP/Azure Download configuration
Can manage FTP/Azure Downlozd configuration
Alloes user to \igw the list of FT accounts

Alloer user to Add/Edit FT accounts

The role must have a minimum of one selected permission. For more information about the rights asso-
ciated with each permission, see Role Permissions.

Important: Select the Is Admin check box only for the system administrator role. For non-adminstrator
roles, do not select the Is Admin check box. The Is Admin role has complete access to all functions in the
system. This should be used for only one role. Non-adminstrators users cannot edit or delete the admin-
istrator role or assign users.

4. Select Save to add the new role.

Edit a Role

There will be times when your organization redefines its functions and processes, making it necessary to modify
the roles that you have defined in Mailbox Manager. As an administrator, you can modify a role in the Roles list so
that it provides the correct permissions for the associated user accounts.

Mailbox Manager 24.3.1
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To edit arole:

1. Select the & icon in the Actions column for the role to be modified.

New Role

Records: 16 Records Per Page: 10 w

ast Modified Date Is Admin Actions

21202 s ]

B 2021 W & =

2. In the Edit Role page, change the Name and Description as needed to reflect the purpose of the role.

The name for a role must be unique. As a best practice, use a name and description that will help ensure
that administrators use the role successfully when assigning it to a user account.

3. Clear or select the Permissions according the current requirements for the role.

Edit Role

Name
COD Specialist O 1s Admin ©
Description

This role completes COD origination and disbursement actions.

Permissions

Can Access/\fiew The Upload Ta [} can Accessiview Email Subser ption

Can Access\fiew The Meszages Tab [ Can Edit Email Subscr ption

' can Accessiiew The Settings Tab L) sllows user to View the list of TG accounts

[0 Can Perform Uplnad Function O Allaws user to Add/Edit TG accounts

[ Can Download Iessage Class File ] Can Accessiviaw Sat Azura Storage Import Schadule and Settings
Can Search For Message History [ Can Access/Visw Set Azurs Storage Export Schedule and Settings
[ Can Add/Edit & User Profile O Can Access/viaw Encryption Kays

' can Add/Edit Or Delete A Role O can Ianage Encryption Keys

[ Can Enable File Transfer Far Outgaing Filzs O Can Accessiview Application Configuration

[ Can Enable File Transfer Far Incom ng Files O Can Iflanage Application Configuration

[ Can EdivDelete Qutgoing File Transfer Fields [} Can Accessivisw FTR/Azure Downlozd configuration

[ an Edit/Delete Incom ng File Transfer Fields O Can manage FTP/Azure Downlozd configuration

' can Submit Support Desk Ticket [ Allges user to View the list of FT accounts

(0 Can Access/iew User Profiles O Allow user to Add/Edit FT accounts

[ ran Accessiview Roles

The role must have a minimum of one selected permission. For more information about the rights asso-
ciated with each permission, see Role Permissions.
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Important: Select the Is Admin check box only for the system administrator role. For non-adminstrator
roles, do not select the Is Admin check box. The Is Admin role has complete access to all functions in the
system. This should be used for only one role. Non-adminstrators users cannot edit or delete the admin-
istrator role or assign users.

4. Select Save to keep the changes.

Remove a Role

If you have a role that you do not want to use in the Mailbox Manager, you can remove it from the Roles list. For
example, you might determine that one or more of the predefined roles do not fit the needs of your organization
and should be removed from the list. However, you can always modify an existing role to meet your needs (includ-
ing the name) instead of removing it.

Important: You cannot remove a role that is currently associated with one or more user accounts. Modify each
user account to use a different role before you proceed to remove it.

Toremove arole:
1. Select the ¥ icon in the Actions column for the role to be removed.

2. Inthe dialog, select Delete to confirm removal of the role from the list.

Delete Role X

You are about to delete a Role! Are vou
sure?

| Cancel || Delete ‘

Role Permissions

When you add or edit a role, you select the permissions that are associated with that role. As a best practice, you
should grant only those permissions that are needed to fulfill a given role within your organization.

Important: As you select permissions to enable functionality for a role, make sure that you also select the
application area (Tab) that is needed to access the function. For example, when you enable the ability to search
the message history, you should also enable the access/view permissions for the Messages tab.

Permission name Users with this permission Users without this permission

Can Access/View the View the Upload page Upload link in menu header is dis-
Upload Tab abled

Can Access/View the Mes-| View the Messages page Messages link in the menu header is
sages Tab disabled
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Permission name

Can Access/View the Set-
tings Tab

Can Access/View Set FTP
Import Schedule and
Settings

Can Access/View Set FTP
Export Schedule and
Settings

Can Perform Upload
Function

Can Download Message
Class File

Can Search For Message
History

Can Add/Edit a User
Profile

Can Add/Edit or Delete a
Role

Can Enable File Transfer
for Outgoing Files

Can Enable File Transfer
for Incoming Files

Can Edit/Delete Outgoing
File Transfer Fields

Can Edit/Delete Incoming
File Transfer Fields

Can Submit Support Desk
Ticket

Can Access/View User
Profiles

Users with this permission

View the Settings page

View and Set FTP Import Schedule and Set-
tings page

View and Set FTP Export Schedule and Set-
tings page

Upload message files
Download message files on the Messages
page

Search messages on the Messages page

View User Profile Add/Edit page

View Add/Edit Roles page

Enabled check box option is editable on the
Set a Schedule for Outgoing File Transfers

page

Change the value of the Enabled check box on

the Set A Schedule for Incoming File Trans-
fers page

Add new or edit existing outgoing schedule

Add new or edit existing incoming schedule

The Need an FTP or FTPS server? link is vis-
ible and active on the Set A Schedule for
Incoming File Transfers page

View User Accounts page

Users without this permission

Settings link in menu header is
disabled

Set FTP Import Schedule and Set-
tings link is disabled on the Settings

page

Set FTP Export Schedule and Set-
tings link is disabled on the Settings

page

Upload button is disabled on the
Upload page

Download Checked button is dis-
abled on the Messages page

Search button is disabled on the Mes-
sages page

New Account button is disabled,
Actions column is hidden on the User
Accounts page

New Role button is disabled, Actions
column is hidden on the Roles page

Enabled check box option is disabled
on the Set A Schedule for Outgoing
File Transfers page

Enabled check box option is disabled
on the Set A Schedule for Incoming
File Transfers page

All fields and buttons are disabled on
the Set A Schedule for Outgoing File
Transfers page

All fields and buttons are disabled on
the Set A Schedule for Incoming File
Transfers page

The Need an FTP or FTPS server?
link is hidden

User Accounts link is disabled on the
Settings page
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Permission name

Can Access/View Roles

Can Access/View Email
Subscription

Permission name

Can Edit Email Sub-
scription

Allow user to View the list
of TG accounts

Allow user to Add/Edit TG
accounts

Can Access/View Set
Azure Storage Import
Schedule and Settings

Can Access/View Set
Azure Storage Export
Schedule and Settings

Can Access/View Encryp-
tion Keys

Can Manage Encryption
Keys

Can Access/View Applic-
ation Configuration

Can Manage Application
Configuration

Can Access/View
FTP/Azure Download con-
figuration

Can Manage FTP/Azure
Download configuration

Allow user to View the list
of FT accounts

Allow user to Add/Edit FT
accounts

Users with this permission

View Roles page

View Email Subscriptions

Users with this permission

Can edit Email Subscriptions

View list of TG Accounts

Create new TG accounts or edit existing ones

Can access, view, and set Azure Storage
import schedules and settings

Can access, view, and set Azure Storage
export schedules and settings

Can access and view Manage Encryption
Keys

Can access, view, and manage encryption key
pairs

Can access and view the Application Con-
figuration page

Can access, view, and manage the Applic-
ation Configurations

Can access and view the FTP/Azure Down-
load configuration

Can manage the FTP/Azure Download con-
figuration

Can view the list of FT accounts

Can add/edit FT accounts

Users without this permission

Roles link is disabled on the Settings
page

Email Subscriptions link is disabled
on the Settings page

Users without this permission

Edit icons do not appear on the Email
Subscriptions Page

TG Accounts link is disabled on the
Settings Page

New TG Account button is disabled
and edit icons do not appear on the
TG Accounts Page

Set Azure Storage Import Schedule
and Settings link is disabled on the
Settings Page

Set Azure Storage Export Schedule
and Settings link is disabled on the
Settings Page

Manage Encryption Keys is disabled
on the Settings page

Manage Encryption Keys is disabled
on the Settings page

Application Configuration is disabled
on the Setting page

Application Configuration is disabled
on the Settings page

FTP/Azure Download configuration is
disabled on the Settings page

FTP/Azure Download configuration is
disabled on the Settings page

Cannot view the list of FT accounts

Cannot add/edit FT accounts
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User Accounts

Administrative users with the required permissions can manage user accounts in Mailbox Manager, including pass-
word maintenance and assigning roles. Roles provide the means to enable the needed functionality for a user.

Managing user accounts for Mailbox Manager requires the following permissions:

o Can Access/View the Settings Tab
o Can Add/Edit a User Profile

« Can Access/View User Profiles

¢ Can Access/View Roles

To access the user account management functions, select Settings in the navigation bar and select User Accounts
on the page. The User Accounts page displays a list of the users defined in the system and provides functions to
add, search, edit, or delete a user account, and export user account information. You can search the accounts list
using a full or partial user name.

User Accounts

Account Details . Expurt| [ New Account

Search Criteria

Mg Search

Total Records: 228 Records Per Page: 10 v
MName Username Role Is Active Last Modified By Last Modified Date Actions
® 111072022 64343 AM &
® 242022 1:34:40 PM
3 10/25/2022 1:07:44 PM o
Administrator W 10/25/2022 33215 PM e
testfobeNonddmin R 982021 1:34:43 PM e
AdrminstraTor b 111272021 12:27:05 PM
burp test b 11182021 B:06:09 AM o
Administrator W 10/25/2022 12:40:53 PM e
Director/Supenvisor v TR0 1530480 &
Administrator b 113002022 11:03:03 PM

Add User Account

As an administrator, you can add a new user to Mailbox Manager to provide access to an individual within your
organization.
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If the account is enabled upon creation, the new user receives an email notification stating that a new account is
created on their behalf. At that time, the new user must navigate to Mailbox Manager and select the Forgot Pass-
word link. Upon successful login, the new user can select the username located at the top of the Home page to
make edits to My Profile.

To add a new user account:

1. Select Settings in the navigation bar and select User Accounts.

2. Select the New Account button at the top-right of the list.

Export | | New Account

Total Records: 77 | Records Per Page: {0

3. Onthe Create New Account page, define the initial User Profile and User Settings.

Create New Account

User Profile

Enabled: i
]
First Name Username
Middile Name Motification Email Address
Last Name

User Settings

Role File Naming Convention:
Select Role w . Serial Number Extension (.dat file) 0
i Standard Format (.ot file) 0
Assigned Mailbox Selection(s) i il ol
Select options -
Field Description
Enabled Select this check box to immediately enable the user account upon creation.
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Field

First Name,
Middle Name,
Last Name

Username

Notification Email
Address

Role

Assigned Mailbox
Selection(s)

File Naming Con-
vention

Description
Enter the name information for the associated user.

The middle name is not required. Users can update this information later if they update
their profiles.

Enter the login name for the user.

This could be the same as the user's notification email address or a simple login name.
This name must be unique within the system.

Enter the email address that is used by the system for authentication and user noti-
fications (configured in Email Subscriptions).

Select the defined role (with associated permissions) that aligns with the user respons-
ibilities.
You can create a user with or without selecting an assigned mailbox (TG number).

If you want to assign a mailbox, select one or more values in the Assigned Mailbox Selec-
tion(s) field.

Select Check all to select all mailboxes in the list or Uncheck all to clear all selections.
The text in the combo box provides you with the number of accessible mailboxes for the
user.

Important: The user must have access to at least one mailbox to view messages on
the Message History page.

Choose the file naming convention for the user account.

Serial Number Extension orders and names messages by message class, with the first
message within a message class having the extension .DAT.

Standard Format uses a simple Message Class + Year-MonthDay-Hours-Minutes +
Message ID + File Extension construction.

4. Select Save to add the new user account.

When you create a user account, Mailbox Manager generates and sends an email to the new user. The following is

an example of the email:
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Action Content

User Account Dear <User First Name>,

Deactivation . . . I
A new user account has been created in our online Mailbox Manager application on your behalf by
<Institution Name/Campus Name>.
Please select the Mailbox Manager link provided below to set your password.
<Set Password>
Navigate to the Login page on the Mailbox Manager site after successful completion of the pass-
word reset. Be sure to select the your username in the top right-hand corner of the page to confirm
additional account details upon initial login to the application.
Please see the Mailbox Manager link and your username below for future use and reference.
User Account Information:
Mailbox Manager: https://<subdomain name>
Username: <username field>
Please contact your security administrator should you have any additional questions accessing
your account.
Sincerely,
Mailbox Manager Support Team
Do not reply to this message - the address it was sent from is not monitored

Edit User Account

As an administrator, you can modify an existing user account as needed. This includes a change to the assigned
role or updating the password. You can also enable or disable a user account. Users can also make certain changes
to their own account using the My Profile page, such as password updates and their notification email address.

Important: Users cannot change their assigned role or assigned mailboxes.

When you disable a user account or update the password as an administrator, Mailbox Manager generates and
sends an email to the affected user. Depending on the action, it sends the following email messages:
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Action Content

User Account Subject:

Deactivation Account Deactivation Notice
Body:
Dear [[FirstNamel]],

Our records indicate your account, [[Username]] has been deactivated and is no longer available
for use as of [[DateTimeNow]].

If you have received this email in error, please contact your system administrator for additional
details.

This email was auto generated by the Education Partners at [[DateTimeNow]] Do not reply to this
message - the address it was sent from is not monitored

Recovery Pass- | Subject:
word Requested Password Reset
Body:
You recently requested to reset your password for the Mailbox Manager Portal.

To reset your password, please click here to set your password and log into the Mailbox Man-
ager Portal.

This link will only be valid for 30 minutes.

If you did not request a password reset, please contact your internal Education Partners admin-
istrator.

Thank you,
This email was auto generated by the Education Partners at [[DateTimeNow]]

Do not reply to this message - the address it was sent from is not monitored

To edit a user account:

1. Select Settings in the navigation bar and select User Accounts on the page.

2. Select the edit icon (¥ ) in the Actions column for the account to be modified.

[ Export | | New Account

| Records Per Page: 10 W

Last Modified Date Actions

SM&A02T 125803 PM

37372021 24833 PM

3. On the Edit User Account page, update the parameters as needed for the User Profile.
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If the user account should no longer be available for use, clear the Enable check box to disable the account.

For more information about the User Profile parameters, see Add User Account. You cannot change the
Username for the account.

Edit Account

User Profile

Enabled:

First Name
Wila
Middle HName

E.

Last Name

Coyote

Usar Settings

4. If you need to update the password for the user account, select Change Password.

In the dialog, enter the new password and confirm it.

Change Password

Password @

Confirm Password

Username

Dy

Metification Email Address

W.coyote@Acmel).edu

X

Cancel

Change Password

Important: Passwords must be at least eight characters and must contain at least one uppercase letter,

lowercase letter, number (0-9), and a special character.

5. Select the Change Password button to complete the password update.

6. Update the User Settings for the account as needed.
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User Settings

Role File Naming Convention:

testRoleMonAdmin W o Serial Mumber Extansion {.dat file) @
Assigned Mailbox Selection(s) Standard Format (.ot file) ©

2 selected -

Cancel | Sa'ure|

For details about the User Settings, see Add User Account.
7. Select Save to save your changes to the new user account.

When you assign a TG Account, Mailbox Manager generates and sends email communication to affected users noti-
fying them that a TG account assignment has been made.

The following is an example of the email communication:

Email Subject Email Body/Content

New User Dear User,
Account . . . o
Creation A new user account has been created in our online Mailbox Manager application on your behalf

by the <School Name>.
Please select the Mailbox Manager link provided below to set your password.
Set Password

Navigate to the Login page on the Mailbox Manager site after the successful completion of the
password reset. Be sure to select your username in the top right-hand corner of the page to con-
firm additional account details upon initial login to the application.

Please see the Mailbox Manager link and your username below for future use and reference.
User Account Information:

Mailbox Manager: https://mailbox.educationpartners.com

Username: User Test

Please contact your security administrator should you have any additional questions accessing
your account.

Sincerely,

Mailbox Manager Support Team

Export User Account Information

When you access the list of User Accounts, you can export the displayed information to an Excel file. This is useful
for producing information for audits and other compliance requests. The Excel worksheet contains the following
columns of user account information:
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Full Name
Username
Role

Is Active

Last Modified Date

Last Modified Username

To export the user account information:

1. Select Settings in the navigation bar and select User Accounts.

2. Select the Export button at the top-right of the list.

Export

MNew Account

Total Records: 77 |

Records Per Page: () W

This produces the Excel file and downloads it to your local system where you can save it as needed.
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Email Subscriptions

As an administrator you can configure email subscriptions to send automated communications to selected user
accounts to alert them about events within Mailbox Manager. The system uses the notification email address
defined for the user account to send subscribed email communications.

The following permissions are required manage email subscriptions:

o Can Access/View the Setting Tab
o Can Access/View Email Subscriptions
o Can Edit Email Subscriptions

To access the email subscription configuration, select Settings in the navigation bar and select Email Sub-
scriptions.

The Email Subscriptions page lists the available notification types for subscribed Mailbox Manager com-
munications. For each type, you can select the user accounts that receive the generated notifications.

Email Subscriptions

Total Records: 7 Records Per Page: 10 w
Type Description View
MNew File(s) Uplaad Sent when a user uploads a new file{s) on the Upload ab.
New File(s) Available Sent when new message class files are available in the File Transfer Processing (FTF) directory
Monthiy Activity Summany Sent monthly to show message and user activity
FTP Validation Failure Sent when an error oocurs on the File Transferring Processing configuration
FTP Transmission Summary Sent when message class files are transmitted via the File Transfer Processing (FTF) option.
Azure Storage \alidation Failure Sent when an error occurs on the File Transferring Processing configuration

Azure Storage Transmission Summary  Sentwhen message class files are transmined via the File Transfer Processing (Azure Storage) option.

Type Description Subject

New File Sent when a user uploads a new file(s) from the Upload New File Transmission Notification
Upload tab.

New File Avail- | Sent when new message class files are available in the New File Available Notification
able Messages tab, the File Transfer Protocol (FTP), or the

Azure Cloud Storage directory.

Monthly Activity | Sent monthly to show message and user activity. Notification Activity Summary
Summary
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Type Description Subject

FTP Validation | Sent when an error occurs on the File Transfer Protocol FTP Outgoing Transmission Fail-
Failure configuration. ure: Client Name - MM/DD/YYYY
uTC

FTP Incoming Transmission Fail-
ure: Client Name - MM/DD/YYYY

uTC
FTP Trans- Sent when message class files are transmitted via the Tile | FTP Outgoing Transmission Pro-
mission Sum- Transfer Protocol (FTP) option. cessed: Client Name -
mary MM/DD/YYYY UTC

FTP Incoming Transmission Pro-
cessed: Client Name -

MM/DD/YYYY UTC
Azure Storage Sent when an error occurs on the File Transferring Pro- Azure Storage Outgoing Trans-
Validation Fail- | cessing configuration. mission Failure: Client Name -
ure MM/DD/YYYY UTC

Azure Storage Incoming Trans-
mission Failure: Client Name -

MM/DD/YYYY UTC
Azure Storage Sent when message class files are transmitted via the File | Azure Storage Outgoing Trans-
Transmission Transfer Processing (Azure Storage) option. mission Processed: Client Name -
Summary MM/DD/YYYY UTC

Azure Storage Incoming Trans-
mission Processed: Client Name -
MM/DD/YYYY UTC

View and Add Subscriptions

You can add or view subscribers for a selected email notification by selecting the '*" licon in the View column for
the notification type. The Email Subscription Details page displays the email type and description and the available
users that can subscribe to the notification. Modify the user selections according to your needs and select the Save
button.

Email Subscription Details

Type: New
Description: Sent

Usirs

Cancel Save
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TG Accounts

As an administrator, you can manage TG accounts in Mailbox Manager.
The following permissions are required manage TG accounts:

« Allow user to View the list of TG accounts
¢ Allow user to Add/Edit TG accounts

To access the TG Accounts page, select Settings on the navigation bar and select TG Accounts. The TG Accounts

page lists existing TG accounts and details.

TG Accounts

Account Details

Search Criteria

16 Numbsr @

Export l Add TG Account

Total Records: B4 | Records Per Page: 10

Manual Password Update

Is Active Actions

TG Number Description Account Option  Last Password Change
TGEI1258 testh fpnfg General

TGI1257 test General ABF021 12:30:29 PM
TGZ12596 et Personal 422021 B:3T:08 AM
TGI1267 DO NOT MODIFY THIS TG NUMEBER Personal 1202021 25440 PM
TGI12E6 valid Fersonal 262021 T:58:07 AM
TGI1265 et Personal IME2021 541:34 AM
TEI1264 HEWUSERDOT BStestcom Personal

TaI1ied testiFtest.oom Genaral

TGI1230 test TG Personal

TGEZ1200 dp General 12722021 E:00:35 AM

Add TG Account

You can add TG accounts and associate the account with users to enable the users to upload message to the SAIG

gateway.
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To add a TG Account:

1. Select Add TG Account on the top right of the TG Accounts page.

Export | | Add TG Account

Total Records: 74 | Records Per Page: {0 W

Manual Password Update Is Active Actions

® ® e

ﬂ v i

2. Onthe Add TG Account page, select the link to TD Client Community Manager and log in using your TG
Number and password to ensure your credentials are active and valid. After successful login, return to this
page and enter the same TG Number and password used to access TD Client.

Add TG Account

This page is used to manage TG Humbers that are currently active with the Education Department (ED).

As best practice, first login to TD Client Commumnity Manager using your TG NMumber and password to ensure your credentials are active and

walid. After successful login, return to this page and enter the same TG Mumber and password used to access TD Client.

For assistance creating or deactivating TG Mumbers with ED, visit SAIG Enrollment Site or call 1-200-330-5947.

General Info
T6 Number @ Password @

Description

Enabled:
=—ra 0 Validate TG Account

User Associate Settings

Options Manual Password Update i)
General b 0O

Associated User Accounts
Mame Primary DPA Secondary DPA Remowve
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Name Description

TG Number Enter the TG number. This number should begin with “TG” followed by 5 alphanumeric

characters.

Password Initial setup of the TG account requires the current password associated with the TG Num-
ber.

Description Enter a unique description for the TG account being created.

Enabled Select this check box to enable the TG account. Please validate the TG account before

selecting the Enabled check box.

You can clear this option at any point in the future to disable the TG account.

3. Select the Validate TG Account button to validate the specified TG Account Information.

If the validation is not successful, select the TD Client Community Manager link and try to log in. If there
are issues, consult the SAIG Enrollment Site or call 1-800-330-5947.

4. Specify the User Associate Settings for the account.

User Associate Settings

Options Manual Password Update L)

v
General O

; .
Associated User Accounts | Add more

Name Primary DPA Secondary DPA Remove
System Administrator < b4

[ save |

‘ Cancel

User Asso-

ciate Set- Description

tings

Options Designate the account as a General or Personal TG Mailbox.
General accounts may have multiple users assigned.
Personal accounts may only have one (1) user account associated with them.
The password for General and Personal accounts will change every 7 days.
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User Asso-
ciate Set- Description
tings

Manual Pass- | The Manual Password Update option is available for General and Personal accounts.
word Update | Select this option if you want to allow users to manage the password and prevent it from
changing every 7 days.

If Manual Password Update is selected for a General account, the account will be excluded
from the automatic password update, and the 90-day password expiration rule required by
SAIG will be followed.

User Associate Settings If you choose to manually update the Personal TG account password, it will be excluded
from the automatic password update. Please follow 90 days password expiration rule
Manual Password Update required by SAIG. If the password is not valid anymore Mailbox Manager will not be able to
Persona e ] receive and send messages on that TG account.

Associated User Accounts Add more

Options

Name Primary DPA Secondary DPA Remove
NewUser001 Maat NewlUser001t O ®
Associated Select one or more users that can access the TG Mailbox by selecting Add more.
User Designate a Primary Destination Point Administrator (DPA). A Secondary DPA is optional.

Accounts

Note: You can add a TG account without designating associated user accounts as
Primary or Secondary DPA. To enable/validate the TG account, there has to be at least
one (1) associated user account marked as Primary DPA.

5. Select Save to add the new TG account.

When you assign a TG account, Mailbox Manager generates and sends email communication to affected users noti-
fying them that a TG account assignment has been made.

The following is an example of the email communication:

Email Subject Email Body/Content

TG Account Assignment Hello {FirstName},
Made

TG Account: TGXXXXX has been assigned to your user profile as of mm/dd/yyyy h:m-
m:ss

Please click below to review changes made to your user account.

Link to the My Profile page

Please contact your system administrator for any questions related to changes made
on your account.

Do not reply to this message - this email address is not monitored for replies.
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Edit TG Account

As an administrator, you can modify an existing TG account as needed. This includes a changing the password or
User Associate Settings. You can also enable or disable a TG account. Users can also make certain changes to their
own account using the My Profile page, such as password updates.

When you remove a user account, Mailbox Manager generates and sends an email communication to the affected
users. The following is an example of the email communication:
Email Subject Email Body/Content
TG Account Hello {FirstName},
Removed i
TG Account: TGXXXXX has been removed from your user profile as of mm/dd/yyyy h:mm:ss
Please click below to review changes made to your user account.

Link to the My Profile page

Please contact your system administrator for any questions related to changes made on your
account.

Do not reply to this message - this email address is not monitored for replies.

To edit a TG account:

1. Select Settings in the navigation bar and select TG Account.

2. Select the edit icon (¢ ) in the Actions column for the account to be modified.

Export | | Add TG Account

Total Records: 74 | Records Per Page: {0 W

Manual Password Update Is Active Actions

® ® e
= >
3. On the Edit TG Account page, select the Validate TG Account button to validate the TG Account Inform-
ation.

If the validation is not successful, select the TD Client Community Manager link and try to log in. If there
are issues, consult the SAIG Enrollment Site or call 1-800-330-5947.

If a password has been created or updated in TD Client Community Manager, select the Sync Password link
to ensure that the Mailbox Manager and TD Client site credentials match. You can sync passwords even if
the TG account is not enabled in Mailbox Manager.
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Edit TG Account

This page is used to manage TG Humbers that are currently active with the Education Department (ED).

If you are unable to successfully Validate TG Accownt, first login to TD Client Community Manager using your TG Humber and password to

ensure that your credentials are active and wvalid. Return to this page and use the Sync Password link to enter the same password used to
access TD Client. Then select Validate TG Account.

For assistance managing TG Mumber passwords with ED, visit S3AIG Enrollment Site or call 1-2800-330-5947.

General Info

. Li ]
TG Number : TGZ1257 Enabled:

Description & test [

Change Passward Sync Password

Last password change: 4/8/2021 12:30:29 PM Validate TG Account

User Associate Settings

Options
General '
Associated User Accounts
Mame Primary DPA Secondary DPA Remove
James Madison [ ®
Mewlz=r001 Maat HewlUserd01t [ )

Cancel | Save |

4. Update the General Infoand User Associate Settings as needed.

Note: You can edit a TG account without designating associated user accounts as Primary or Secondary
DPA. To enable/validate the TG account, there has to be at least one (1) associated user account marked
as Primary DPA.

5. If the TG account should no longer be available for use, clear the Enabled check box to disable the account.

6. If you need to update the password for the user account, select Change Password.

Passwords must be at least eight characters, start with an alphabetic character, and must contain at least
one uppercase letter and one lowercase letter.

Select the Change Password button to complete the password update.

7. Personal TG account holders can enable/disable the Manual Password Update option for their accounts.
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Personal TG accounts can be included in automated weekly password updates. The Manual Password
Update configuration option allows account holders to forgo the automated updates and change their pass-
word manually every 90 days.

The Manual Password Update column in the TG account grid provides visibility and tracking of those TG
numbers with Manual Passwords Updates enabled.

Mailbox Manager sends an email message instructing users to change their TD Client password preceding
the anticipated expiration of credentials.

e The email is sent to the Notification Email Address specified in the user profile of the Primary DPA.
» Notifications are sent for Enabled TG Numbers only.

e The first message is sent 83 days from the last password change or sync.

» The message is sent every day until the user resets or syncs the password.

e The message contains a link to the Edit TG Account page for the respective TG Number (Ul login
required).

e Users of Personal accounts with manual password update will receive notification when their pass-
words are about to expire.

* When 90 days have passed, users cannot change their passwords from Mailbox Manager. They need
to request a password reset in the SAIG portal and sync the password in Mailbox Manager as stated
in the following notification.

Dear {Staff first name},

You have selected manual password update for {TG Number} in the Mailbox Manager application. TD Client
requires password changes every 90 days. The TD Client password for this TG account has not been
updated in more than 90 days.

Mailbox Manager will not be able to receive and send messages for this TG account with an expired pass-
word, nor can the change password functionality be used.

You can request a password reset at hitps://saigportal.ed.gov/ or call SAIG Support at 800-330-5947, then
click here to sync your new TD Client password with Mailbox Manager.

Thank you,

Mailbox Manager Support Team

8. Select Save to save your changes to the new user account.

When you change a TG account password, Mailbox Manager generates and sends an email communication to the
affected users. The following is an example of the email communication:
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Email Subject Email Body/Content

Change of Pass- | Hello {FirstName},

word Notification . . . . . .
You are receiving this notification because the password associated with a TG account assigned

to your user profile has recently changed. Please contact your system administrator for any ques-
tions related to changes made to the associated TG account.

Thank you,

Mailbox Manager Support Team

Export TG Account Information

When you access the list of TG Accounts, you can export information to an Excel file. This is useful for producing
information for audits and other compliance requests. The Excel worksheet contains the following columns of user
account information:

TG Number

Description

Is Active (True or False)
Option (General or Personal)
User Account Associates

To export the user account information:

1. Select Settings in the navigation bar and select TG Accounts on the page.

2. Select the Export button at the top-right of the list.

Export | | Add TG Account

Total Records: 74 | Records Per Page: {0

Manual Password Update Is Active Actions
® ® &
" e

This produces an Excel file and downloads it to your local system where you can save it as needed.
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FT Accounts

As an administrator, you can manage FT accounts in Mailbox Manager. The FT accounts are used for transmission
of federal tax information (FTI) for the 2024-25 award year and beyond. Updated versions of EDconnect, TDClient,
and TDCommunityManager (TDCM) must be installed to receive 2024-25 ISIR data in an FTI-SAIG mailbox.

The following permissions are required manage FT accounts:

¢ Allow user to View the list of FT accounts
« Allow user to Add/Edit FT accounts

To access the FT Accounts page, select Settings on the navigation bar and select FT Accounts. The FT Accounts

page lists existing FT accounts and details.

FT Accounts

Account Details
Search Criteria

FT Number Search

| E:pcu't| Add FT Account

Total Records: 11 |

Manual Password Update

Records Per Page: 10 w*

Is Active Actions

Description Account Option  Last Password Change

FT56783 NewllserD@test.com General 20272024 11:31:11 AM
FT=4321 MNewllserl01@test.com Generzl 2272024 11:1%:34 AM
FT23132 neveuser(1@test.oom General 2212024 11021 AM
Fr21211 neveuser(1@test.oom General 20212024 11:33:20 AM
FT12345 NewllserD@test.com General 20272024 10:47:23 AM
FTO0011 neveuser(1@test.oom General 21262024 11:16:33 AM
FTO0009 neveuser(l3@test.oom General 21232024 2:24:32 PM

FTO000E neveuser(1@test.oom General 2232024 2:15:06 PM

FTO0007 neveuser(1@test.oom General 21232024 9:19:49 AM

FTO0006 neveuser(11@test.com General 21222024 11:02:53 AM

5

5

Ly

Add FT Account

You can add FT accounts and associate the account with users to enable the users to upload message to the FTI-

SAIG gateway.
To add an FT Account:

1. Select Add FT Account on the top right of the FT Accounts page.
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3. Onthe Add FT Account page, select the link to TD Client Community Manager and log in using your FT
Number and password to ensure your credentials are active and valid. After successful login, return to this
page and enter the same FT Number and password used to access TD Client.

Add FT Account

This page is used to manage FT Numbers that are currently active with the Education Department (ED).

As best practice, first login to TO Client Community Manager using your FT Humber and password to ensure your credentials are active and

walid. After successful login, return to this page and enter the same FT Number and password used to access TD Client.

For assistance creating or deactivating FT Mumbers with ED, visit 541G Enrollment Site or call 1-800-330-5547.

General Info

FT Number & Password '@ Approval Code i)
Description Choose Runtime File to upluadﬂ Enabled:
rick@ep.com Choose File | Mo file chosen [ Validate FT Account

User Associate Settings

Options Manual Password Update o
General w O
Associated User Accounts
Name Primary DPA Secondary DPA Remowe
Name Description
FT Number Enter the FT number. This number start with the letters “FT” followed by 5 alphanumeric

characters.
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Name Description

Password Initial setup of the FT account requires the current password associated with the FT Number.
The password must have at least 15 characters, start with alphabetic character and include
at least one uppercase letter, one lowercase letter, one numeric and one special character,
specifically (!, @, #, $, &,%).

For an account number starting with FT, the Runtime File and Approval Code are additional
required fields.

Note: The SaigAccounts ValidateAccount function returns the error codes retrieved from
SAIG to the Mailbox Manager application. The following messages are displayed for
error codes 530, 531, 535, 536, 537, and 540:

530 Login incorrect, please confirm that the TG/FT number you are using to trans-
mit is the correct FT/TG number. If the TG number is correct, your FT/TG pass-
word is incorrect.

531 Your SAIG network password has expired. Please change your FT/TG pass-
word through Change Password link on the Edit FT/TG account screen.

535 You are attempting to reuse a previously used password. Your network pass-
word cannot be the same as any of the five network passwords you have used
most recently.

536 Your FT/TG password does not meet the minimum criteria.

537 You have exceeded the maximum number of attempts to log in and your
account has been locked. After 15 minutes, the lock will expire, and you can
try again.

540 Either the FT/TG number or existing FT/TG password you provided was incor-

rect.
Approval Enter the 16-character approval code from the FTI-TDCM Participant Tab.
Code
Description Enter a unique description for the FT account being created.
Choose Select the Choose File button and select the file to upload. Download the RUNTIME file
Runtime File | from the FTI-TDCM Participant Tab.
to upload
Enabled The account can be enabled if validation succeeds. If the account can't be enabled (unsuc-

cessful validation), it can be edited later on the Edit FT Account screen.

4. Select Validate FT Account to test the FT account credentials (FT Number and password).

If the validation is not successful, select the TD Client Community Manager link and try to log in. If there
are issues, consult the SAIG Enrollment Site or call 1-800-330-5947.

5. Specify the User Associate Settings for the account.

Mailbox Manager 24.3.1 51 Mailbox Manager



User Associate Settings

Options
General

Manual Password Update e
b O

Associated User Accounts Add more

Name

5_',1'-2& m Administrator

User Asso-
ciate Set-
tings

Options

Manual Pass-
word Update

Primary DPA Secondary DPA Remove
v =

[ save |

Cancel

Description

Designate the account as a General or Personal FT Mailbox.

General accounts may have multiple users assigned.

Personal accounts may only have one (1) user account associated with them.
The password for General and Personal accounts will change every 7 days.

The Manual Password Update option is available for General and Personal accounts.
Select this option if you want to allow users to manage the password and prevent it from
changing every 7 days.

If Manual Password Update is selected for a General account, the account will be excluded
from the automatic password update, and the 90-day password expiration rule required by
SAIG will be followed.

User Associate Settings If you choose to manually update the Personal TG account password, it will be excluded
Options from the automatic password update. Please follow 90 days password expiration rule
P I Manual Password Update required by SAIG. If the password is not valid anymore Mailbox Manager will not be able to
ersona h [m] receive and send messages on that TG account.
Associated User Accounts
Name Primary DPA Secondary DPA Remove

®

NewUser001 Maat NewlUser001t O
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User Asso-

ciate Set- Description
tings
Associated Select Add more to designate additional users that can access the FT Mailbox.
User General Info
Accounts B

FT Humber Add Associate x

Please choose user:
Description
rick@ep.com 21.11test Test v
Password 0

Add user H Cancel |

Please enter password that has minimum of 15 characters, starts with alphabetic character and include at least one uppercase |etter,
one lowercase letter, one numeric and ene special character, specifically (1 &,# 5 &%),

Choose Runtime File to u|.1|na|do

Choose File | No file chosen

Approval Code 0

Enabled:
M Validate FT Account

In the Add Associate pop-up, choose a user in the drop-down list and select the Add user but-
ton.

Designate a Primary Destination Point Administrator (DPA). A Secondary DPA is optional.

Note: You can add an FT account without designating associated user accounts as
Primary or Secondary DPA. To enable/validate the FT account, there has to be at least
one (1) associated user account marked as Primary DPA.

Validate FT Select Validate FT Account to test the FT account credentials (FT Number and password).
Account

6. Select Save to add the new FT account.

When you assign an FT account, Mailbox Manager generates and sends email communication to affected users
notifying them that an FT account assignment has been made.

The following is an example of the email communication:
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Email Subject Email Body/Content

FT Account Assignment Hello {FirstName},

Made

FT Account: FTXXXXX has been assigned to your user profile as of mm/dd/yyyy h:m-
m:ss
Please click below to review changes made to your user account.
Link to the My Profile page
Please contact your system administrator for any questions related to changes made
on your account.
Do not reply to this message - this email address is not monitored for replies.

Edit FT Account

As an administrator, you can modify an existing FT account as needed. This includes a changing the password or
User Associate Settings. You can also enable or disable an FT account. Users can also make certain changes to
their own account using the My Profile page, such as password updates.

When you remove a user account, Mailbox Manager generates and sends an email communication to the affected
users. The following is an example of the email communication:

Email Subject Email Body/Content

FT Account Hello {FirstName},

Removed '
FT Account: FTXXXXX has been removed from your user profile as of mm/dd/yyyy h:mm:ss
Please click below to review changes made to your user account.
Link to the My Profile page

Please contact your system administrator for any questions related to changes made on your
account.

Do not reply to this message - this email address is not monitored for replies.

To edit an FT account:

1. Select Settings in the navigation bar and select FT Account.

2. Select the editicon (* ) in the Actions column for the account to be modified.
3. On the Edit FT Account page, select the Validate FT Account button to validate the FT Account Information.

If the validation is not successful, select the TD Client Community Manager link and try to log in. If there
are issues, consult the SAIG Enrollment Site or call 1-800-330-5947.

If a password has been created or updated in TD Client Community Manager, select the Sync Password link
to ensure that the Mailbox Manager and TD Client site credentials match. You can sync passwords even if
the FT account is not enabled in Mailbox Manager.
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Edit FT Account

This page is used to manage FT Numbers that are currently active with the Department of Education (ED).

In order to successfully validate FT Account, first login to FTI-SAIG portal using your F5A User ID credentials to ensure that your credentials are

active and valid. Under Participants tab in FTI-SAIG Portal, change password, download Runtime File and retrieve Approval Code. Return to this
page, upload Runtime file, enter Approval Code, then validate FT Account.

For assistance managing FT Mumber passwords with ED, visit SAIG Enrollment Site or call 1-800-330-5947.

General Info

i ode O
FT MNumber Approval Code Enabled:
FT&G5R5 - 0
Description Choose Runtime File to upload i)
newuserl01@test com = Validate FT Account
! = Choose File | Mo file chosen
Change Password Sync Password FTO0O06.rtm
Last password change: 3/13/2024 3:05:48 PM
User Associate Settings
Options Manual Password Update i ]
General W O
Associated User Accounts Add more
Name Primary DPA Secondary DPA Remove
21.11test Test O O ®

4. Update the General Infoand User Associate Settings as needed.

Note: You can edit an FT account without designating associated user accounts as Primary or Secondary
DPA. To enable/validate the FT account, there has to be at least one (1) associated user account marked
as Primary DPA.

5. Clear the Enabled check box to disable the account if you don't want the FT account to be available for use.

6. Select Change Password to update the password for the user account.

The password must have at least 15 characters, start with alphabetic character and include at least one
uppercase letter, one lowercase letter, one numeric and one special character, specifically (!, @, #, $, &, *).

For an account number starting with FT, the Runtime File and Approval Code are additional required
fields.
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In the pop-up, specify the and confirm the password, and select the Change Password button to complete
the password update.

Note: Within the execution of the ChangePassword action, a certificate is generated and then the
ChangePassword function is called on the FTI-SAIG side. Logs capture successful/unsuccessful results.

Within the function, a new password is generated which contains 15 characters, at least one uppercase,
one lowercase, one numeric, and one special character (!, @, #, $, &, *), and there should be a letter
before the numeric character’s first appearance.

If you select manual password update, it will be excluded from the automatic password update.

User Associate Settings If you choose to manually update the FT account password, it will be excluded from the

Opti automatic password update. Please follow 90 days password expiration rule required by
prions Manual Password Update o

General v
O

SAIG. If the password is not valid amymore Mailbox Manager will not be able to receive and
send messages on that FT account.

7. After changing the password, select Sync Password to synchronize the FT account password with EDcon-
nect in the production and test environments.

8. Personal FT account holders can enable/disable the Manual Password Update option for their accounts.

Personal FT accounts can be included in automated weekly password updates. The Manual Password
Update configuration option allows account holders to forgo the automated updates and change their pass-
word manually every 90 days.

The Manual Password Update column in the FT account grid provides visibility and tracking of those FT num-
bers with Manual Passwords Updates enabled.

Mailbox Manager sends an email message instructing users to change their TD Client password preceding
the anticipated expiration of credentials.

e The email is sent to the Notification Email Address specified in the user profile of the Primary DPA.
» Notifications are sent for Enabled FT Numbers only.

e The first message is sent 83 days from the last password change or sync.

» The message is sent every day until the user resets or syncs the password.

e The message contains a link to the Edit FT Account page for the respective FT Number (Ul login
required).

» Users of Personal accounts with manual password update will receive notification when their pass-
words are about to expire.

* When 90 days have passed, users cannot change their passwords from Mailbox Manager. They need
to request a password reset in the SAIG portal and sync the password in Mailbox Manager as stated
in the following notification.
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Dear {Staff first name},

You have selected manual password update for {FT Number} in the Mailbox Manager application. TD Client
requires password changes every 90 days. The TD Client password for this FT account has not been updated
in more than 90 days.

Mailbox Manager will not be able to receive and send messages for this FT account with an expired pass-
word, nor can the change password functionality be used.

You can request a password reset at https://saigportal.ed.gov/ or call SAIG Support at 800-330-5947, then
click here to sync your new TD Client password with Mailbox Manager.

Thank you,

Mailbox Manager Support Team

9. Select Save to save your changes to the new user account.

When you change an FT account password, Mailbox Manager generates and sends an email communication to the
affected users. The following is an example of the email communication:

Email Subject Email Body/Content

Change of Pass- | Hello {FirstName},

word Notification . . e . .
You are receiving this notification because the password associated with an FT account

assigned to your user profile has recently changed. Please contact your system administrator for
any questions related to changes made to the associated FT account.

Thank you,

Mailbox Manager Support Team

Export FT Account Information

When you access the list of FT Accounts, you can export information to an Excel file. This is useful for producing
information for audits and other compliance requests. The Excel worksheet contains the following columns of user
account information:

o FT Number

Description

Is Active (True or False)
Option (General or Personal)
User Account Associates

To export the user account information:
1. Select Settings in the navigation bar and select FT Accounts on the page.
2. Select the Export button at the top-right of the list.

This produces an Excel file and downloads it to your local system where you can save it as needed.
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Configuration Options

When you select Settings in the Navigation Bar, Mailbox Manager displays the User Administration/Configuration
Options page. Administrators can access functions to manage user accounts, roles, TG Accounts, and email sub-
scriptions for Mailbox Manager.

The Settings page also provides the tools to configure import and export schedules and settings for automatic file
transfers using FTP or Azure Storage.

User Administration | Configuration Options

Roles 5et FTP Import Schedule and Settings

User Accounts Set FTP Export Schedule and Settings

Email Subscriptions

SetAzure Storage Import Schedule and Settings

L ACCOUNTS

Wt C Sl o=t - L X = L]~
SetAzure Storage Export Schedule and Setfings

Manage Encryption Keys

Application Configuration

FTP/Azure Download configuration
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FTP Configuration

Mailbox Manager supports a File Transfer Protocol (FTP) schedule for message class files in a predetermined folder
structure (directory tree) for transmission to the Department of Education (ED) and files received from ED to the
designated server. An administrative user with the required permissions can configure the schedules for these
transfers.

The following permissions are required to manage inbound and outbound automated file transfers in Mailbox
Manager:

Can Access/View the Settings Tab

Can Access/View Set a Schedule for Incoming File Transfers
Can Access/View Set a Schedule for Outgoing File Transfers
Can Enable File Transfers for Incoming Files

Can Edit/Delete Incoming File Transfer Fields

The FTP import/export functions are available when you select Settings on the navigation bar.

Configuration Options

5et FTP Import Schedule and Settings

Set FTP Export Schedule and Settings

Set Azure Storage Import Schedule and Settings

SerArure Storage Export Schedule and Settings

Manage Encryption Keys

Application Configuration

FTPfAzure Download configuration
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FTP Import Schedule and Settings

As an administrator with the required permissions, you can define a preset schedule to automatically transmit spe-
cific message class files received from the Department of Education to the designated server.

To configure automated incoming file transfers:

1. On the Settings page, select Set FTP Import Schedule and Settings.

2. Setthe FTP Settings for the incoming file transfers:
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FTP Import Schedule and Settings

Please complete and validate the following credentials below to receive Message Class Files to your File Transfer Protocol (FTP)

FTP Settings: 0
Enabled:
Fila Transfer Protocol: Firl!éldaming Convention: °
Serial Number Extension (.dat file]
FTP (SSLTLS) v SRl
O Standard Format (.ixt file) L]
Host: O pori: @
iy W W 88 L
Username: Password:
sftp -

Netification Email:

———

Ftp Storage Directory Path Settings: @

Directory Path Placeholders 0

Il'l’tcloryhtmﬂ
Tg number a KMessage class u Tim&stamp a

iploads/ECiMTestd/Path1/{{TG_NUMEER

Additional Directory Path: i ]

Additional Directory Path: @

Schedule Settings:

Time Time Zone

94:38 PM D

Add new Time

Massage Classes
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Field

Enabled

File Transfer
Protocol

File Naming
Convention

Host
Port

Username,
Password

Notification
Email

Description

Select this check box to enable automated file transfers from the Department of Education to
the designated server.

You can clear this option at any point in the future to disable automated incoming transfers.
Please validate the FTP Settings prior to selection of the Enabled check box.
Select the protocol used for the file transfers:

o SSH: SSH File Transfer Protocol (SFTP) is a network protocol that provides access,
file transfer, and file management functionality over a secure connection.

o FTP (SSL/TLS): File Transfer Protocol (FTP) is a standard network protocol used to
transfer computer files between a client and server on a computer network.

Select the naming convention used for the file shares:

o Serial Number Extension (.dat file)
o Standard Format (.txt file)

Enter the registered host name or IP address of your FTP or FTPS server.
Enter the port number set for your FTP or FTPS server. The valid range is 1-65535.

Enter the credentials used to access your FTP or FTPS server.

Enter the email address that is used by the system to send notifications of scheduled incom-
ing file transfer events (success and failure).

3. Select the Validate button to perform a validation against the specified FTP parameters.

Important: If you make any revisions after the initial validation, you must repeat this step to connect to
the configured server.

4. Use the Ftp Storage Directory Path Settings fields to configure a custom Ftp storage directory structure.

Enter the directory path structure on your FTP or FTPS server used to save and store the incoming files.

Field

Directory Path

Description

This is the Directory structure on your FTP Storage where the file transfer happens.

For root directory leave empty, otherwise specify the directories separated with /, for
example, Directory1/Directory?2

Allowed directory name characters are alphanumeric, empty space and the following spe-
cial characters: |@$%&"" ~()[I{}..;+-=_
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Field

Directory Path
Placeholder

Additional Dir-
ectory Path

Description

Drag or select these placeholders inside the Directory Path to create custom directory struc-
ture:

« TG Number: Directory will be created (if it does not exist), named with the TG num-
ber from the message that is sent

» Message Class: Directory will be created (if it does not exist), named with the Mes-
sage Class from the message that is sent

» Timestamp: Directory will be created (if it does not exist), named with a timestamp
indicating when the job was run. It appears in the following format: yyyymmdd-
hhmmss-milliseconds (6-digit milliseconds)

This is the Additional Directory structure on your FTP Storage where the file transfer hap-
pens.

For root directory leave empty, otherwise specify the directories separated with /, for
example, Directory1/Directory?2

Allowed directory name characters are alphanumeric, empty space and the following spe-
cial characters: |@$%&""~()[I{}..;+-=_

You to add up to two (2) additional directory paths, for a maximum of three (3). At least one
directory path is required to Save.

 If you set multiple directory paths, the scheduled job will import message class files
into the Mailbox Manager database from the multiple locations on FTP/Azure.

« If you set multiple directory paths, the scheduled job will export the same message
class file from the Mailbox Manager database to the multiple locations on FTP/Azure.

5. Use the Schedule Settings to specify the occurrence of the automated incoming file transfers. You can add
another time slot by selecting the Add new Time button.

The system requires a minimum of one time slot a has maximum of seven for enabling inbound automatic
file transfer. For each time slot, specify the following parameters:

Field

Time

Time Zone

Description
Specify the time at which the system executes the scheduled file transfer each day.
You can clear this option at any point in the future to disable automated incoming transfers.

Set the time zone for the clock time. This is typically the time zone of your institution.

6. Select the Message Classes that you want to include in the automatic transfer.

7. Select Save.

This button is not available if you do not have a successful validation against the configured FTP setting and
at least one time slot and message class selected.
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FTP Export Schedule and Settings

As an administrator with the required permissions, you can define a preset schedule to automatically transmit
message class files stored within a specified folder structure (directory tree) for transmission to the Department of
Education.

To configure automated outgoing file transfers:

1. On the Settings page, select Set FTP Export Schedule and Settings.

2. Setthe FTP Settings for the outgoing file transfers:
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FTP Export Schedule and Settings

FTP Settings: i ]

Enabled:

File Transfer Protocok
SSH L

Host: O Pore: D
Sl W W N L

Username: Password:

sfip SREaRERE R R RGE R

Notification Email:

——
Ftp Storage Directory Path Settings: 0

Directory Path: @

uploads/Export1/Test1{{TG_NUMBER}}

Additional Directory Path: L]

Additional Directary Path: O

uploads/Export 1/Test¥V{{TG_NUMBER}}

Automate removal of empty folders: o

Schedule Settings:

Time Time Zone

04:00 PM ©

Add new Time

Mailbox Settings

Mailbox Selection(s)

Please complete and validate the following credentials to transmit Message Class Files from your File Transfer Protocel (FTP)

Directory Path Placeholders ©

Te number ﬂ Message class n Timestamp ﬂ
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Field Description

Enabled Select this check box to enable automated file transfers to the Department of Education from
the designated server.

You can clear this option at any point in the future to disable automated outgoing transfers.

Please validate the FTP Settings prior to selection of the Enabled check box.

File Transfer | Select the protocol used for the file transfers:

Protocol
o SSH: SSH File Transfer Protocol (SFTP) is a network protocol that provides access,
file transfer, and file management functionality over a secure connection.
o FTP (SSL/TLS): File Transfer Protocol (FTP) is a standard network protocol used to
transfer computer files between a client and server on a computer network.
Host Enter the registered host name or IP address of your FTP or FTPS server.
Port Enter the port number set for your FTP or FTPS server. The valid range is 1-65535.
Username, Enter the credentials used to access your FTP or FTPS server.
Password
Notification Enter the email address that is used by the system to send notifications of scheduled out-
Email going file transfer events (success and failure).

3. Select the Validate button to perform a validation against the specified FTP parameters.

Important: If you make any revisions after the initial validation, you must repeat this step to connect to
the configured server.

4. Use the Ftp Storage Directory Path Settings fields to configure a custom FTP storage directory structure.
Enter the directory path structure on your FTP or FTPS server used to save and store the incoming files.

Field Description

Directory Path | This is the Directory structure on your FTP Storage where the file transfer happens.

For root directory leave empty, otherwise specify the directories separated with /, for
example, Directory1/Directory?2.

Allowed directory name characters are alphanumeric, empty space and the following spe-
cial characters: |@$%&"" ~()[1{}.,;+-=_
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Field

Directory Path
Placeholder

Additional Dir-
ectory Path

Automate
removal of
empty folders

Description

Drag or select these placeholders inside the Directory Path to create custom directory struc-
ture:

« TG Number: Directory will be created (if it does not exist), named with the TG num-
ber from the message that is sent

» Message Class: Directory will be created (if it does not exist), named with the Mes-
sage Class from the message that is sent

» Timestamp: Directory will be created (if it does not exist), named with a timestamp
indicating when the job was run. It appears in the following format: yyyymmdd-
hhmmss-milliseconds (6-digit milliseconds)

This is the Additional Directory structure on your FTP Storage where the file transfer hap-
pens.

For root directory leave empty, otherwise specify the directories separated with /, for
example, Directory1/Directory?2

Allowed directory name characters are alphanumeric, empty space and the following spe-
cial characters: |@$%&""~()[I{}..;+-=_

You to add up to two (2) additional directory paths, for a maximum of three (3). At least one
directory path is required to Save.

 If you set multiple directory paths, the scheduled job will import message class files
into the Mailbox Manager database from the multiple locations on FTP/Azure.

« If you set multiple directory paths, the scheduled job will export the same message
class file from the Mailbox Manager database to the multiple locations on FTP/Azure.

Empty folders may cause processing delays. This is of particular concern when timestamp
is added to the Directory Path. If automation is not enabled, best practice is to manually
review and remove empty folders on a regular basis.

5. Use the Schedule Settings to specify the occurrence of the automated outgoing file transfers.

The system requires a minimum of one time slot a has maximum of seven for enabling outbound automatic
file transfer. You can add another time slot by selecting the Add new Time button.

For each time slot, specify the following parameters:

Field

Time

Time Zone

Description

Specify the time at which the system executes the scheduled file transfer each day.

You can clear this option at any point in the future to disable automated outgoing transfers.

Set the time zone for the clock time. This is typically the time zone of your institution.

6. Select the Mailbox that you want to include in the automatic transfer.

7. Select Save.
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This button is not available if you do not have a successful validation against the configured FTP setting and
at least one time slot and message class selected.

Azure Storage Configuration

Mailbox Manager supports an Azure Storage File Share for message class files in a predetermined folder structure
(directory tree) for transmission to the Department of Education (ED) and files received from ED to the designated
Azure Storage. An administrative user with the required permissions can configure the schedules for these
transfers.

The following permissions are required to effectively manage inbound and outbound automated file transfers in
Mailbox Manager:

Can Access/View the Settings Tab

Can Access/View Set Azure Storage Import Schedule and Settings
Can Access/View Set Azure Storage Export Schedule and Settings
Can Enable File Transfers for Incoming Files

Can Edit/Delete Incoming File Transfer Fields

The Azure Storage import/export functions are available when you select Settings on the navigation bar.

Configuration Options

5et FTP Import Schedule and Settings

Set FTP Export Schedule and Settings

Set Azure Storage Import Schedule and Settings

serArure Storage Export Schedule and Settings

Manage Encryption Keys

Application Configuration

FTPfAzure Download configuration
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Azure Storage Import Schedule and Settings

As an administrator with the required permissions, you can define a preset schedule to automatically transmit spe-
cific message class files received from the Department of Education to the designated server.

To configure automated incoming Azure Storage File Share:

1. On the Settings page, select Set Azure Storage Import Schedule and Settings.

Note: The image below shows the fields displayed in a single-tenant environment. In a multi-tenant envir-

onment, the following fields are managed for each tenant by Anthology staff using the Administration
Portal and are not displayed in the Mailbox Manager Ul.

o Account Name
o Account Key
o File Share Name
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Azure Storage Import Schedule and Settings

Fleaste complete and validate the followdng credentials below to receive Mesiage Class Files to your Arure Storage File Share
Agure Storage Settings: 0
Enabied:
-1

Ve Namang ommnticn:
- Serial Humbar Ertergisn | da ] 0
(o] Saanatard Forems | et aig) O

Actount Namae: Aroount Ky
staragenty

File $hare Namse: Hintiferation [maik
gaspl testiBgwe asd

Aawre ermc- Direrl.ofy Path kﬂhp:u‘

° Directory Path Piacehotders D
Directary Pach
LT T T | R Sae——

Additional Diwectery Path: o

Additional Directory Path; O

Schedule Settings:
Tirse Tiree Zoee

93:23 M ®

Tiriw T Tiaviott

82:23 AW O]

Timme Timse Zors

85:55 AN O]

Tieres Tievsw ot

06:55 AM ®

Time Tima Tone

0331 AM O]

Add new Time

Merrage Clazser:

X X X X

Maiiape Clatied

2. Setthe Azure Storage Settings for the incoming file transfers:
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Field

Enabled

File Naming
Convention

Account Name

Account Key

File Share
Name

Notification
Email

Description

Select this check box to enable automated Azure Storage file share from ED to the des-
ignated server.

You can clear this option at any point in the future to disable automated incoming shares.
Validate the Azure Storage Settings prior to selection of the Enabled check box.
Select the naming convention used for the file shares:
« Serial Number Extension (.dat file)
» Standard Format (.txt file)
Enter the account name of your Azure Storage.

In a multi-tenant environment, this field is not displayed. Its value is managed by Anthology
staff.

Enter the account key for your Azure Storage.

In a multi-tenant environment, this field is not displayed. Its value is managed by Anthology
staff.

Enter the file share name.

In a multi-tenant environment, this field is not displayed. Its value is managed by Anthology
staff.

Enter the email address that is used by the system to send notifications of scheduled
incoming file transfer events (success and failure).

3. Select the Validate button to perform a validation against the specified Azure Storage parameters.

Important: If you make any revisions after the initial validation, you must repeat this step to connect to
the configured server.

4. Use the Azure Storage Directory Path settings to configure custom Azure Storage directory structure.

Field

Directory Path

Description

This is the directory structure for your Azure Storage File Share where the file transfer hap-
pens.

For root directory leave empty, or specify the directories separated with /, for example: Dir-
ectory1/Directory2

Accepted directory name characters are alphanumeric, empty space and the following spe-
cial characters: "#$%&'()*+,-./;;<=>?@[\"_{[}~
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Field Description

Directory Path Drag or select these placeholders inside the Directory Path to create custom directory
Placeholders structure:

« TG Number: Directory will be created (if it does not exist), named with the TG num-
ber from the message that is sent

» Message Class: Directory will be created (if it does not exist), named with the Mes-
sage Class from the message that is sent

« Timestamp: Directory will be created (if it does not exist), named with a timestamp
indicating when the job was run. It appears in the following format: yyyymmdd-
hhmmss-milliseconds (6-digit milliseconds)

Additional Dir- This is the Additional Directory structure on your Azure Storage File Share where the file
ectory Path transfer happens.

For root directory leave empty, or specify the directories separated with /, for example: Dir-
ectory1/Directory2

Accepted directory name characters are alphanumeric, empty space and the following spe-
cial characters: "#$%&'()*+,-./;;<=>?@[\"_{[}~

You to add up to two (2) additional directory paths, for a maximum of three (3). At least one
directory path is required to Save.

 If you set multiple directory paths, the scheduled job will import message class files
into the Mailbox Manager database from the multiple locations on FTP/Azure.

« If you set multiple directory paths, the scheduled job will export the same message
class file from the Mailbox Manager database to the multiple locations on
FTP/Azure.

5. Use the Schedule Settings to specify the occurrence of the automated incoming file shares.

The system requires a minimum of one time slot a has maximum of seven for enabling inbound automatic
file transfer. For each time slot, specify the following parameters:

Field Description
Time Specify the time at which the system executes the scheduled file share each day.
You can clear this option at any point in the future to disable automated incoming shares.

Time Zone Set the time zone for the clock time. This is typically the time zone of your institution.

6. Select the Message Classes you want to include in the automatic transfer.
7. Select Save.

This button is not available if you do not have a successful validation against the configured Azure Storage
setting and at least one time slot and message class selected. You can add another time slot by selecting the
Add new Time button.
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Azure Storage Export Schedule and Settings

As an administrator with the required permissions, you can define a preset schedule to automatically transmit spe-
cific message class files received from the Department of Education to the designated server.

To configure automated outgoing Azure Storage File Share:

1. On the Settings page, select Set Azure Storage Export Schedule and Settings.

Note: The image below shows the fields displayed in a single-tenant environment. In a multi-tenant envir-

onment, the following fields are managed for each tenant by Anthology staff using the Administration
Portal and are not displayed in the Mailbox Manager Ul.

o Account Name
o Account Key
o File Share Name
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Azure Storage Export Schedule and Settings

Please complete and validate the following credentials to transmit Message Class Files from your Azure Storage File Share

Azure Storage Settings: @
Enabled:
Account MName: Account Key:

storageintg

File Share Mame: Motification Emaik:

qaexport test@qwe asdyrim1x0swh
Validate
Azure Storage Directory Path Sﬂtings:u

Directory Path Placeholders L

Directory Path: 0
Te number o Message class O Timestamp o

Additional Directory Path: i
Additional Directory Path: i

Automate removal of empty folders: o

Schedule Settings:

Time Time Zone

@3:26 PM O]

|

Mailbox Settings

Mailbox Selection(s)

[sove] [conca]

2. Setthe Azure Storage Settings for the outgoing file transfers:
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Field Description

Enabled Select this check box to enable automated Azure Storage file share from ED to the des-
ignated server.

You can clear this option at any point in the future to disable automated incoming shares.

Please validate the Azure Storage Settings prior to selection of the Enabled check box.

File Naming Con-| Select the naming convention used for the file shares:
vention ) i i
» Serial Number Extension (.dat file)

o Standard Format (.txt file)

Account Name Enter the account name of your Azure Storage.

In a multi-tenant environment, this field is not displayed. Its value is managed by Antho-
logy staff.

Account Key Enter the account key for your Azure Storage.

In a multi-tenant environment, this field is not displayed. Its value is managed by Antho-
logy staff.

File Share Name | Enter the file share name.

In a multi-tenant environment, this field is not displayed. lts value is managed by Antho-

logy staff.
Notification Enter the email address that is used by the system to send notifications of scheduled out-
Email Address going file transfer events (success and failure).

3. Select the Validate button to perform a validation against the specified Azure Storage parameters.

Important: If you make any revisions after the initial validation, you must repeat this step to connect to
the configured server.

4. Azure Storage Directory path settings is used to configure custom Azure Storage directory structure.

Field Description

Directory Path This is the directory structure for your Azure Storage File Share where the file transfer hap-
pens

For root directory leave empty, or specify the directories separated with /, for example: Dir-
ectory1/Directory2

Accepted directory name characters are alphanumeric, empty space and the following spe-
cial characters: "#$%&'()*+,-./;;<=>?@[\"_{[}~
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Field Description

Directory Path Drag or select these placeholders inside the Directory Path to create custom directory
Placeholders structure:

o TG Number: Directory will be created (if it does not exist), named with the TG num-
ber from the message that is sent

o Message Class: Directory will be created (if it does not exist), named with the Mes-
sage Class from the message that is sent

» Timestamp: Directory will be created (if it does not exist), named with a timestamp
indicating when the job was run. It appears in the following format:

o Yyyymmdd-hhmmss-milliseconds (6-digit milliseconds)

Additional Dir- This is the Additional Directory structure on your Azure Storage File Share where the file
ectory Path transfer happens.

For root directory leave empty, or specify the directories separated with /, for example: Dir-
ectory1/Directory2

Accepted directory name characters are alphanumeric, empty space and the following spe-
cial characters: "#$%&'()*+,-./;;<=>?@[\|*_{|}~

You to add up to two (2) additional directory paths, for a maximum of three (3). At least one
directory path is required to Save.

« If you set multiple directory paths, the scheduled job will import message class files
into the Mailbox Manager database from the multiple locations on FTP/Azure.

 If you set multiple directory paths, the scheduled job will export the same message
class file from the Mailbox Manager database to the multiple locations on

FTP/Azure.
Automate Empty folders may cause processing delays. This is of particular concern when timestamp
removal of is added to the Directory Path. If automation is not enabled, best practice is to manually

empty folders review and remove empty folders on a regular basis.

5. Use the Schedule Settings to specify the occurrence of the automated incoming file shares.

The system requires a minimum of one time slot a has maximum of seven for enabling inbound automatic
file transfer. You can add another time slot by selecting the Add new Time button.

For each time slot, specify the following parameters:

Field Description
Time Specify the time at which the system executes the scheduled file share each day.
You can clear this option at any point in the future to disable automated incoming shares.

Time Zone | Set the time zone for the clock time. This is typically the time zone of your institution.

6. Mailbox Settings: Select the Mailboxes that you want to include in the automatic transfer.

7. Select Save.

Mailbox Manager 24.3.1 76 Mailbox Manager Guide



This button is not available if you do not have a successful validation against the configured Azure Storage
setting and at least one time slot and message class selected.
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Encryption Keys

The Settings tab has a link to the Mailbox Manager encryption keys. Managing encryption keys for Mailbox Man-
ager requires the following permissions:

« Can Manage Encryption Keys
« Can Manage Application Configuration

Anthology Inc. will only activate one public key at a time and will capture activity history on changes made (i.e., new

uploads, inactivation of key, successful uploads, failed uploads).

The public/private key configuration supports file import, file export, and message download.

A user with appropriate permissions, can complete the following steps to manage the encryption key pairs in Mail-
box Manager.

1.

Select Settings in the navigation bar and select Manage Encryption Keys.

Encryption Key Pairs

Created By

Created Date

Total Records: 23 |

Last Modified By

MNew Encryption Key Pair

Records Per Page: 10 w

Last Modified Date Actions

Test New
PGPPublickey.asc
rmT_st

Test keyl

Mew keys

Latest keys

Mew Keys 21.2
test Security

Test Burp

21.3 Keys

X X X XX XX X X ¥ ®m 4

MEwliser00 Etest.com

nishidaa@yopmail.com
ricki@ep.com
NewlserDd1@test.com
NewlserD01 @test.com
MNewlserD01 Stest.oom
SecurityD01Stest.com
NewlserD01 @test.com

MNewlserD0 1 Stest.oom

42772021 9:58:41 AN
71282020 210:05 AM
1172652020 2:53:04 PM
1211672020 5:0%22 AM
1272972020 %28:23 AM
12272021 10:33:09 AM
2F22021 1:12:55 PM
27242021 11:25:25 AM
2021 12:37:50 PM

37372021 2:30:20 PM

Newliser00] Etest.oom
nishidaa@yopmail.com
rick®ep.com
Hewllser(01 Gtest.oom
Hewlser001 @test.com
NewUserD01 Stest.com
Security001 @test.com
MNewlserD)1 Stest.com
Hewllser001 test.com

MewlserD)] Stest.com

A727/2021 95841 AN & [l
11/26/2020 2:53:04 PM

12/16/2020 8:05:22 AM

12/29/2020 %28:22 AM

17222021 10:33:09 AM

22021 1:12:55 PM

272472021 11:25:25 AM

12021 1237:50 PM

37372021 2:30:20 PM

32272021 11:48:25 AM

A summary of the available key pairs includes the following:

Column Name
Name

Is Active

Description

Key Pair Name

A green check mark indicates the key pair is Active.

A red x indicates the key pair is Inactive.
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Column Name Description

Created By The username associated with the creation of the key pair
Created Date The date the key pair was created.
Last Modified By The username associated with the last modified action

Last Modified Date | The date the key pair was last modified.
Actions The pencil icon is used to edit the key pair.

The lock icon is used to download the key pair

2. Select the New Encryption Key Pair button.

3. Enter the Name for the new key pair.

New Encryption Key Pair

Name

Public Key Upload Li ]

Choose the file to upload

Choose File | Mo file chosen

Private Key Upload i ]

Choose the file to uplead

Choose File | Mo file chosen

Passweord

| Cancel | | Save |

4. Upload the Public Key. The public key is used for encryption.
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5. Upload the Private Key. The private key is used for decryption.

6.

New Encryption Key Pair

Mame

Public Key Upload @

Choose the file to upload

Choose File | No file chosen

Private Key Upload @@

Choose the file to upload

Choose File | Mo file chosen

Passweord

New Encryption Key Pair

Mame

Public Key Upl:ad'ﬂ'

Choose the file to upload

Choose File | No file chosen

Private Key Upload [ ]

Choose the file to upload

Choose File | Mo file chosen

Passweord

7. Select Save.

(Optional) Enter the Password if a password is associated with the key pair.
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Application Configuration

Important: The Application Configuration page activates file activity for Mailbox Manager only.

Managing FTP/Azure download for Mailbox Manager requires the following permissions:

e Can Access/View FTP/Azure Download configuration
o Can manage FTP/Azure Download configuration

Change Configuration setting controls the file transfer process and the message downloads. Review the available
configuration options below.

The available configuration setting (File Encryption Option) are as follows:
e Plain (default value, current setting, only plain text files)
e Plain and Encrypted (plain text file and encrypted file)
This allows testing of the new encryption process, while still receiving the normal plain text file.
e Encrypted (only encrypted file)
To configure the application:
1. Navigate to the Settings tab and select Application Configuration.

2. Select appropriate values from the drop-down fields, specify the password for user download file encryp-
tion, and enable the session timeout.

Application Configuration

User Download File Encryption File Dowmload Location Option

Plain and Encrypted e Local w

Set Password for User Download
File Encryption i

Import Job File Encryption
Plain and Encrypted w

Export Job File Encryption

Encrypted “
Enable Session Timeout Session Timeout in minutes
‘fas - 59

Update
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Important: The default setting for file import, file export, and message download is to Plain.

See below for an explanation of the available categories and options.

Note: The encryption options are as follows:

e Plain: The file is in a password protected folder and requires WinZip or 7-Zip to extract.

* Encrypted: The file is encrypted with the appropriate key and requires decryption.

e Plain and Encrypted: The system generates two files. One file is in a password protected folder
and requires WinZip or 7-Zip to extract. The second file is encrypted with the appropriate key and
requires decryption.

Category

User Download File
Encryption

File Download Loca-
tion Options

Set Password for
User Download File
Encryption

Import Job File
Encryption

Explanation

Encryption for a message class file downloaded from the Message Class History
table in Mailbox Manager. The options are:

o Plain

o Encrypted

o Plain and Encrypted

The file download location options are:
e Local
« FTP
e Azure

After the Download Location has been set here, users with permission can add/edit
the FTP or Azure download location setting on the FTP/Azure Download Con-
figuration page.

The FTP/Azure Download Configuration options have been added to create specific
locations for manually downloaded files. Previously, the files downloaded manually
through the user interface were saved on the user's local machine by default. The
download configuration functionality provides additional security and oversight of
the file download location.

Note: This functionality is for direct downloads from the Messages page through
the user interface. File transfers via scheduled jobs are not impacted.

The password must be between 6 and 100 characters and must contain all of the fol-
lowing: an uppercase letter, a lowercase letter, a number (0-9), and a special char-
acter.

The import job file encryption options are:
o Plain
o Encrypted
« Plain and encrypted
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Category Explanation

Export Job File The export job file encryption options are:
Encryption e Plain

o Encrypted

» Plain and Encrypted

Enable Session Select whether a session timeout should occur.
Timeout

Session Timeoutin Specify the session timeout period in minutes.
minutes

3. Select Update to save your settings.

FTP/Azure Download Configuration

Users with appropriate permission can add/edit the FTP or Azure download location setting after the Download
Location has been set on the Application Configuration page.

The FTP/Azure Download Configuration options have been added to create specific locations for manually down-
loaded files. Previously, the files downloaded manually through the user interface were saved on the user's local
machine by default. The download configuration functionality provides additional security and oversight of the file
download location.

Note: This functionality is for direct downloads from the Messages page through the user interface. File trans-
fers via scheduled jobs are not impacted.

To configure FTP/Azure downloads:
1. From the Settings page, select FTP/Azure Download Configuration.
2. Select an option:
» FTP Download Location Configuration
e Azure Download Location Configuration

3. For FTP Download Location Configuration, specify the values shown below.
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File Download Location Configuration

Select Configuration:

Ftp Download Location Configuration

File Transfer Protocol:

S5H A
Haost: o Po rl::ﬂ
Username: Password:

Sﬂp EEREREEEEEERRERARR LR

Directorny Path: o

uploads

Validate

Field Description

File Transfer | Select the protocol used for the file transfers:

Protocol
o SSH: SSH File Transfer Protocol (SFTP) is a network protocol that provides access,
file transfer, and file management functionality over a secure connection.
o FTP (SSL/TLS): File Transfer Protocol (FTP) is a standard network protocol used to
transfer computer files between a client and server on a computer network.
Host Enter the registered host name or IP address of your FTP or FTPS server.
Port Enter the port number set for your FTP or FTPS server. The valid range is 1-65535.
Username, Enter the credentials used to access your FTP or FTPS server.
Password
Directory Enter the directory path structure on your FTP or FTPS server used to store the downloaded
Path files.

4. Select the Validate button to perform a validation against the specified FTP parameters.

Important: If you make any revisions after the initial validation, you must repeat this step to connect to
the configured server.

5. Select Save.
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This button is not available if you do not have a successful validation against the configured FTP/Azure set-
ting and at least one time slot and message class selected.

6. For Azure Download Location Configuration, specify the values shown below.

File Download Location Configuration

Select Configuration:

Azure Download Location Configuration

Account Name: Account Key:

storageinig snnranes e e -

File Share Name:

gaexport

Directorny Path: o
|IEC/Downloads2

Validate

Field Description

Account Enter the account name of your Azure Storage.

Name

Account Enter the account key for your Azure Storage.

Key

File Share Enter the file share name.

Name

Directory This is the directory structure for your Azure Storage File Share where the downloads are
Path stored.

For root directory leave empty, or specify the directories separated with /, for example: Dir-
ectory1/Directory?2

Accepted directory name characters are alphanumeric, empty space and the following special
characters: "#$%&'()*+,-./;;<=>?@[\"_"{|}~

7. Select the Validate button to perform a validation against the specified Azure Storage parameters.

Important: If you make any revisions after the initial validation, you must repeat this step to connect to
the configured server.

8. Select Save.
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This button is not available if you do not have a successful validation against the configured FTP setting and
at least one time slot and message class selected.
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Encryption

Anthology Inc. implemented a process to secure sending and receiving of files to and from File Transfer Protocol
(FTP) and Azure Cloud Storage. This process uses the OpenPGP encryption standard with public key cryptography.
The public/private key flow is used when transmitting files with data that could include personal identifiable inform-
ation (PIl) or secondary personal identifiable information (SPII).

The encryption process applies to the following products:
o Student Verification (SV) Staff Portal
* Financial Aid Solutions (FAS) Staff Portal
¢ Mailbox Manager (MM)
A high-level overview of the public/private key process is outlined below.
» The recipient (client) of the file(s) generates a public key and a private key.
° The public key is used for encryption.
° The private key is used for decryption.
» The recipient gives the public key to the sender (Anthology Inc.).
» The sender uses the public key to encrypt the file.
e The sender sends the encrypted file to the recipient.

» The recipient decrypts the file with his/her private key.

) Bob has given his public key to Alice (File: Bob.asc) I\—\1

\
Yo =
T e
Pl —————
- -

Alice encrypts the message with Boh's public kal;\'ﬁ

Example: Bob (recipient) uses software to generate a public and private key. Bob then uploads his public key,
so Alice (sender) can encrypt files that she sends to Bob's FTP location.

Setup

The first step in the setup process is generation and management of new public and private keys. It is very import-
ant that once the keys have been generated that they are safeguarded, and a standard operating procedure is
developed. The ownership and management of the public and private key generation is the sole responsibility of
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the client. Anthology Inc. will not be able to retrieve or access public keys unless given to us by the client. Your
private key will remain internal and should not be shared outside of your organization nor with Anthology Inc. (out-

side of the normal upload process).

Important: Client management of the public and private key is crucial. Ensure your private key is safeguarded.
Files will be encrypted from Anthology Inc. using the public key associated with the private key. The private key
will be stored on the hard drive of the computer in which the keys were generated. If this computer becomes
damaged or lost, the process of decrypting files will be lost, and Anthology Inc. will not be able to generate
encrypted files again. Please export your private key and store it on an external drive and then re-import it on a

new computer.

Download PGP Software

Multiple free tools are available to generate and manage public and private keys. For purposes of this guide, we
are using the Kleopatra 3.1.11 -gpg4win-3.1.12 software (Windows).

« https://pgptool.github.io/

Download one of the PGP software tools listed above or your preferred software aligning with the PGP. Be sure to
select the .ASC extension as one of your selections when downloading the new tool.

After installing your new software, complete the following steps to generate and manage public and private key(s):

1. Open Kleopatra.

1y | Kleopatra

b i LE L Q =]

Sign/Encrypt  DecryptiVerify = Import Export Certify  Lookup on Server | Clipboard,

Welcome to Kleopatra 3.0.2-gpg4win-3.0.3
kleopatra is a front-end for the orypto software GnuPiG.
For most actions you need either a public key (certificate) or your own private key.

* The private key iz needed to decrypt or sign.
* The public key can be used by others to verify your identity or encrypt to you.

You can learn more about this on Wikipedia.

a=|| [&a=]
—

Mew Key Pair Import

2. Select New Key Pair. The New Key Pair Wizard will generate a public and private key upon saving.

The Key Pair Creation Wizard will require the following:
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« Name
o Email
o Key Material
o RSA (2048 bits default)
o Certification Usage
o Signing
o Certification
o Encryption
« Valid Until (if checked, an expiration date will be required and set for your public and private key)

?

Key Pair Creation Wizard

Enter Details

Please enter your personal details below, If you want more control over the parameters, dick on
the Advanced Settings button.

Name: | | {optional)
EMail: | | (optional)
IAJ:Iuan::ed Settings... |

Mext Cancel

Select Advanced Setting to review additional parameters.

Technical Details |
Key Material
® rsa 2048 bits (default) ¥
+RSA | 2048 bits (default) ¥
) DSA 2048 bits (default) ~

+Eigamal | 2048 bits (default) ~

() ECDSA branpoolP256r1  *

L |

+ ECDH brainpoolP 256r 1

Certificate Usage
Signing o | Certification
" Encryption [[] Authentication

[ valid until:  2/28/2020
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Important: If an expiration date is set for your public key and Anthology Inc. is not made aware prior to
the expiration, files sent during this time period will be lost and cannot be re-generated. It is important
to ensure Anthology Inc. has the most recent public key on file.

3. Select OK. The Review Parameters window appears. Be sure to select the Show all details check box. After
review, select the Create button to proceed.

?
(€) Key Pair Creation Wizard
Review Parameters
Please review the parameters before proceeding.
Mame: Test Account
Email Address:  Test@schools.com
Key Type: RSA
Key Strength: 2045 bits
Usage: Encrypt, Sign
Subkey Type:  RSA
Subkey Strength: 2048 bits
Subkey Usage:  Encrypt
Show all details
Create Cancel

4. In the Creating Key Pair... window, to enter a Passphrase to protect your new key.
2

Key Pair Creation Wizard

Creating Key Pair...

The process of creating a key requires large amounts of random numbers, This may reqguire
several minutes. ..

I pinentry-gt
Please enter the passphrase to

protect your new key

Passphrase:

D

e

Repeat:
Cancel

Quality:

QK Cancel
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The quality of the passphrase will be monitored, and you will be prompted to re-enter should it not meet
the strong requirements standard.

a @

Please enter the passphrase to

_ protect your new key
Q Passphrase: |uu-u"u "@“|
| ___ | Repeat: |"|"|---"|--| |
usity:
| Ok | | Cancel |
5. Select OK.

6. The main Kleopatra page appears after successfully generation of the key pair.

(o] Kleopatra = B
; Certificates 5 19 Wind |
Gd fa R B Q, =
SignfEncrypt  Deaypt/Verify  Import Export Certify LookuponServer  Clipboard,
Search,.. <Alt+Q> All Certificates ¥ |
Nahrne E-Mail User-1Ds Valid From Valid Until Detail
Test Account Test@schools.com certified 2/28/2018 OpenPGF
< >
7. Select the Export option located in the menu header.
M Kleopatra = =
- Y - :..-:'I'.!: cates Too Sett ":'_;' yrinao Heip
0 5 m[m|®m  Q =
Sign/Encarypt  DearyptVerify  Import |Export | Certify Lookupon Server  Clipboard.
search,.. <Alt+Q> Al Certificates - |
N;rne E-Mail User-IDs Valid From Valid Until Detail
Test Account Test@schools.com certified 2/28/2018 OpenPGF
£ >
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8. In the Export Certificates dialog, update the File Name (if needed) and Save the public key to preferred loc-

ation.
(e | Export Certificates
{—l * T m* ThisPC » Desktop v & Search Desktop »
File name: | Public Key “
Save as type: | OpenPGP Certificates (*.asc *.gpg *.pgp) v
¥ Browse Folders Save Cancel

9. The Certificate Import Result window displays the processed, imported, and unchanged statuses. (This will
also appear if the saved file is selected.)

" Certificate Import Result - Kleopatra ?
Detailed results of importing C:\Wsers'jacquita.davenport\DesktopPublic Key.asc:
m Total number processed: 1
Imported: 0
Unchanged: 1

10. Select OK. Proceed to the next step. See Store the Public Key.

Store the Public Key

The second step in the setup process is to store the newly created public key (or if the public key changes over
time).

The setup process for the key pair is different for Mailbox Manager and the Student Verification (SV) and Financial
Aid Solutions (FAS) Staff Portal.

SV and FAS Staff Portal

Required Permissions:
o Can Upload Public Keys

Anthology Inc. will only activate one public key at a time and will capture activity history on changes made (i.e., new
uploads, inactivation of key, successful uploads, and failed uploads).

To upload a public key in the Staff Portal:

1. As a user with the required permissions, under Site Administration on the Administrator Tasks menu, select
Public Keys.
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Site Administration
Announcements
Mon-Title IV Funds

Email Templates

High Schools
Fartners

Reports

Email Template Types Refarral Question Cptions

Assistance Request Emails

2. Onthe Public Key page, select the Browse button to locate your public key file. Once successfully located,
select Upload.

Email Subscriptions

API: Event Management

Public Key

Current public key file can be downloaded on the link below.

Current Public Key File: Mo ASC Publick Key On File for Open PGP Encryption.

File Encryption Configuration: SendPlain

Please upload an ASC public key file for OpenPGP encryption.

Upload Public Key File:

Important:
e Upload an ASC public key file for OpenPGP encryption.

e Ensure successful upload before navigating away from the screen. The new file should appear in
the Current Public Key file field.

» The Activity History will be displayed below the Upload screen once the first upload occurs.

3. Upon successful upload, the Current Public Key File field shows the new public key.
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Public Key

Current public key file can be downloaded on the link below.

Current Public Key File: Public Key.asc

File Encryption Configuration: SendEncrypted

Please upload an ASC public key file for OpenPGP encryption,

Upload Public Key File:
Upload

Mailbox Manager Encryption

Mailbox Manager is designed to allow the management of a client’s SAIG message classes which includes the pro-
cess of uploading and downloading messages to and from the SAIG gateway portal.

Required Permissions:

o Can Manage Encryption Keys
o Can Manage Application Configuration

Anthology Inc. will only activate one public key at a time and will capture activity history on changes made (i.e., new
uploads, inactivation of key, successful uploads, and failed uploads).

The public/private key configuration supports file import, file export, and message download.
To manage the encryption key pairs in Mailbox Manager:

1. As a user with the required permissions, log in to Mailbox Manager at https://-
mailboxcmc.educationpartners.com/

2. Select the Settings tab.

3. Select Manage Encryption Keys.
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User Administration Configuration Options

Roles 5et FTP Import Schedule and Settings

User Accounts 5et FTP Export Schedule and 5ettings

Email Subscriptions
SetAzure Storage Import Schedule and Settings

TG Accounts
Set Azure Storage Export Schedule and Settings

Manage Encryption Keys

Application Configuration

FTP/Azure Download configuration

4. Select the New Encryption Key Pair button.

5. Enter the Name for the new key pair.

New Encryption Key Pair

MName

Public Key Upload i ]

Choose the file to upload

Choose File | Mo file chosen

Private Key Upload i ]

Choose the file to upload

Choose File | Mo file chosen

Password

REERERAE

| Cancel | | Save |

6. Upload the Public Key. The public key is used for encryption.
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7. Upload the Private Key. The private key is used for decryption.

8.

New Encryption Key Pair

Mame

Public Key Upload @

Choose the file to upload

Choose File | No file chosen

Private Key Upload @@

Choose the file to upload

Choose File | Mo file chosen

Passweord

New Encryption Key Pair

Mame

Public Key Upl:ad'ﬂ'

Choose the file to upload

Choose File | No file chosen

Private Key Upload [ ]

Choose the file to upload

Choose File | Mo file chosen

Passweord

9. Select Save.

(Optional) Enter the Password if a password is associated with the key pair.

A summary of the available key pairs is visible on the main Encryption Key Pairs page. The summary includes the

following.
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Column Name
Name

Is Active

Created By
Created Date

Last Modified By
Last Modified Date

Actions

Description

Key Pair Name

A green check mark indicates the key pair is Active.

A red x indicates the key pair is Inactive.

The username associated with the creation of the key pair
The date the key pair was created.

The username associated with the last modified action
The date the key pair was last modified.

The pencil icon is to edit the key pair.

The lock icon is to download the key pair

Important: The Application Configuration page activates file activity for Mailbox Manager only.

Message Class Download Update

Mailbox Manager will download message class files by default in plain text file (no encryption). The encryption pro-
cess will be activated after the completion of the initial setup and selection of Send Plain and Encrypted or Send

Encrypted.

To encrypt downloaded messages:

1. In Mailbox Manager, select the Messages tab.

2. Select the check box(es) for message class file(s) to download and then select Download Checked.

SAIG Message History

Search Criveria
Class Growp
Message Class
Diswction A

Start Date 202

W Mailboo L b
Sender Type A v

w Dowmloaded - w

Emd Date S182021 Search

Inmbmtmunl .ElpalltmrlmP)p.. Ihmunnui Total Records: 754 | Records Per Page: 10 W

W Direction Message Class  Description Sender Mailbox  Receiver Mailbox  Document ID Batch Number  Received Date Download System Received Date  Sender Notes

e oD

don  TGESH0D Tazone: g
TEE8400 s

y Application TGE5400 TGS0002 SAlG
TasEH00 Taso002 a1

on TGRS0 541G
Tasei 002 -

TaEEH00 TGS0002 4G

thon TGES400 TGE0002 LalG
T88<00 TGS0002 SAI6

ton TGES400 TGS0002 SAG
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3. The browser displays the downloaded zip file. Save it in a preferred location.

i mailbox-2018-03-1..zip ~

4. The newly downloaded folder contains two files when set to Send Plain and Encrypted.
» A compressed (zipped) folder which requires the default Mailbox Manager password

e An encrypted (OpenPGP Binary) file using the public key

2

Mame Type Cornpressed size Password ..  Size
‘! mailbox-2013-03-13-15-21-13.64845  Compressed (zipped) Fol... 9390 KB Mo
| E mailbox-2018-03-13-15-21-13.6434... OpenPGP Binary File 9820KE Mo

Important:

The file mailbox-2018-03-13-15-21-13.64845 is the plain text file and requires the normal pass-
word and extraction to open the file.

The file mailbox-2018-03-13- 1521-13.64845.zip highlighted in the image above is encrypted
with the uploaded public key.

5. Open the software that was used to generate the public and private key pair. Select the Decrypt/Verify

option.
(] Kleopatra - olEl
File View Cersficates Toolt Setting: Window Help
k2 4 m B E Q &
SpnEnarypt | DeayptMerify | Import Export Certify  Lookup on Server  Clipboard,
fearch. .. <Alt+ Al Certificates -
N;m: E-Mail User-IDs Walid From Valid Until Dietail;
LIAT Testing Key Pair jroquitadavenport@educationpartners.oom certified 3TRME OpenPGF
€ 3|

6. Browse for the encrypted file in the Mailbox Manager zipped folder.

Note: The easiest way to locate the encrypted file is to save it to your Desktop or Extract All out of the
folder.
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Mame

* Date modified

Type

Size

2 mailbox-2018-03-13-15-21-13.64845.21p

me:  mailbox-2018-03-13-15-21-13.64845.zip

key pair.
™

Decrypt/Verify Files - Kleopatra

313/2018 10:31 AM  OpenPGP Binary F... 12,926 KB

v| |AllFiles v
=

7. The Decrypt/Verify Files - Kleopatra dialog prompts for the Passphrase associated with the public/private

a S

R

Qutput folder: |C:ﬂJsers,’jacquiE.dauenporthesktop

Operation 1: Decrypting: mailbox-2018-03-13-15-21-13.64345.zip.pgp...

Please enter the passphrase to unlock the OpenPGP secret key:

"UAT Testing Public Key <jacquita.davenport@educationpartners. com "

2048-bit RSA key, ID 6E822EC 2D 1CBS4DE,
created 2018-03-13.

Passphraze: ||

Save All

8. The decryption process begins after successfully entry of the passphrase.
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(ry | Decrypt/Verify Files - Kleopatra

Qutput folder: |C:ﬂ..lsers!jacqui‘ﬁ.davenporthesktop ﬂ| E|

Operation 1: Decrypting: mailbox-2018-03-13-15-21-13.64345.7ip.pap. ..

I S o

Save All | DiSErl-j_|
9. A confirmation appears once the decryption process is complete.
(1 | Decrypt/Verify Files - Kleopatra ?
Qutput folder: |E:ﬂJsersﬁacquiE.davenporthesktop ﬂ| E:—l_|

All operations completed.

I

mailbox-2018-03-13-15-21-13.64845. 7ip. pap — mailbox-2018-03-13-15-21-13.64845.7ip; Decryption
succeeded.

Mote: You cannot be sure who encrypted this message as it is not signed.

Save All | | Discard
10. The decrypted file will appear in the saved location.
Mame Date modified Type Size
| ,_%-i mailbox-2018-03-13-15-21-13.64845 3/13/2018 10:33 AM  Compressed (zipp... 9,390 KB
£ mailbox-2018-03-13-15-21-13.64845.zip 3132018 10:31 AM OpenPGP Binary F... 12,926 KB

11. The message class file is available for processing as needed.
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Mame Type Compressed size Password ... Size

1) CORR12IN.DAT Compressed (zipped) Fal... 9371
P PR
j EFSFLEIM DAT File 25

File Transfer Export and Import Schedule and Settings

The file transfer process supports encryption for incoming and/or outgoing message classes to and from the
Department of Education.

As default message class files will be sent (imported) as plain text, when encryption is enabled, the system will
encrypt the files and prepare for submission to the configured FTP or Azure Cloud Storage location.

The system will accept a file encrypted by the institution and decrypt it with the appropriate key pair. When encryp-
tion is enabled, the system will decrypt the file and prepare for submission to Department of Education system.

The configuration to Send Plain and Encrypted will display two files both with the same file name and time stamp.
The encrypted file will be tagged OpenPGP Binary file and will require a manual decryption or automated decryp-
tion to process the file into your internal system.

The configuration for the FTP or Azure Storage Export and Import Schedule is in the Settings menu on Mailbox

Manager.

Note: See Configuration Options for additional information on setup for the FTP and Azure Storage process.

Change Configuration Settings

The third step in the process is to change the configuration settings associated with the file transfer process. This
step begins the adoption phase as it allows the customer to set the format in which file(s) are transferred to FTP or
email.

The available configuration settings (File Encryption Option) are as follows:
« Send Plain (default value, current setting, sends only plain text files)
» Send Plain and Encrypted (send plain text file and encrypted file)
° This allows testing of the new encryption process, while still receiving the normal plain text file.
» Send Encrypted (send only encrypted file)
To change the configuration settings:
1. In Mailbox Manager, select the Settings tab and select Application Configuration.

2. Select appropriate values from the drop-down fields and specify the password for user download file encryp-
tion if needed.
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Application Configuration

User Download File Encryption File Download Location Option
Plain and Encrypted w Local w

Set Password for User Download
File Encryption o

Import Job File Encryption
Plain and Encrypted o

Export Job File Encryption

Encrypted w
Enable Session Timeout Session Timeout in minutes
Yes w 50

Update

Important: The default setting for file import, file export, and message download is to send plain text.

See below for an explanation of the available categories and options.

Category Explanation

User Download A message class file downloaded from the Message Class History table in the Mailbox
File Manager

Import Job File A message class file transfer via FTP or Azure Storage

Export Job File A message class file transfer via FTP or Azure Storage

Available Options Description

Send Plain The file is in a password protected folder and requires WINZIP or 7ZIP to extract
Send Plain and The system generates two files. One file is in a password protected folder and
Encrypted requires WINZIP or 7ZIP to extract. The second file is encrypted with the appropriate

key and requires decryption

Send Encrypted The file is encrypted with the appropriate key and requires decryption

Note: See Application Configuration for additional information.
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Contact

Use the Contact option on the navigation menu to learn technical support and other helpful information on Mail-

box Manager.

llanthology

Mailbox Manager Support Request

Please submit a helpdesk ticket to the Anthology Inc. Support Team
should you need assistance with your Mailbox Manager instance.

Upload Messages

Contextual Help

Settings Contact
2

Welcome ricki@ep.com | Log off

Mailbox Manager User Guide: MailboxManagerGuide. pdf

Mailbox Manager Application Encryption Guide: MailboxManagerEncryptionGuide. pdf
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